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EXECUTIVE SUMMARY 

This Risk Management Strategy establishes a comprehensive approach to 
identifying, assessing, mitigating, and monitoring risks across Slough Borough 
Council (“SBC”). The strategy consists of three interconnected components: a Policy 
that outlines our risk management principles and responsibilities; a Framework that 
defines our systematic approach to risk management processes; and practical 
Guidance for implementation. 

Our risk management approach is designed to protect organisational value while 
supporting strategic objectives and operational resilience. It emphasises proactive 
risk identification, consistent assessment methodologies, and appropriate response 
mechanisms. The strategy establishes clear accountability at all levels, from the 
Elected Members to individual employees, ensuring risk management becomes 
embedded in our organisational culture and decision-making processes. 

This document serves as the cornerstone for developing a mature risk management 
capability that enhances our ability to respond to uncertainties, capitalise on 
opportunities, and maintain compliance with relevant regulations and Statutory 
Directions from Government.  

SBC Directions - September 2022 

• An action plan to achieve improvements in relation to the proper functioning 
of the scrutiny function, to include a review of the Authority’s strategic risk 
register to make it fit for purpose. 

SBC Directions - November 2024 

• A review of the Authority’s progress to risk maturity and how well its 
functions and processes enable risk-aware decisions that support the 
achievement of strategic objectives. 

• In delivering the directions – the aim is to transition the Council from 
reactive, ad-hoc risk handling to a proactive, integrated, and progressive 
culture where risk management is embedded in daily decision-making - 
make effective risk management business as usual. 

Implementation will follow a phased approach with regular reviews to ensure 
continuous improvement of our risk management practices. 

The Risk Management Strategy will be maintained by the Risk Management Board 
and reviewed annually. Updates will be made to reflect any changes in the Council's 
risk profile, regulatory environment, or industry best practices. Any amendments will 
be approved by the CLT and communicated to all stakeholders. 
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1.0 RISK MANAGEMENT POLICY 
1.01 Purpose and Objectives 

The CLT has overarching responsibility for ensuring the effectiveness of the risk 
management and internal control systems, supported by the Audit and Corporate 
Governance Committee, which maintains oversight over the principal risk landscape 
and how the Council is responding. 

The risk management policy (the “policy”) sets out the principles for effectively 
managing the risks in a standard and consistent approach for the identification, 
assessment, response and monitoring of risk; and, to ensure the Council takes 
informed and controlled risk-based decisions taking into account our risk appetite. 

1.02 Scope and Key principles (describing our approach) 
This policy sets out the risk management approach to managing risks (threats and 
opportunities) to effectively deliver our business plans and purpose.  
 
It applies to all SBC employees, contractors and business partners working with 
SBC. 
 
The aim of this policy is to establish and promote the use of risk management 
principles and practices to support delivery of business objectives and attain high 
standards of corporate governance. To achieve this, we will: 
 

• Establish a risk management strategy which delivers a standardised and 
consistent end-to-end risk management process across all directorates to 
embed risk management into our culture, processes and practices, and 
decision making prepared in accordance with the following guidance and 
regulatory frameworks: 

 
• Accounts and Audit Regulations 2015 
• The Orange Book (Management of Risk – Principles and Concepts) 2020 

and Good Practice Guide: Risk Reporting  
• CIPFA/SoLACE Delivering Good Governance in Local Government 

Framework 2016 and addendum (May 2025)  
• ISO 31000: 2018 Risk Management Guidelines  

 
• Assign an 'accountable senior leader' to deliver and maintain the risk 

management framework 
• Integrate the management of risk into our management planning activities to 

ensure the achievement of its strategic objectives 
• Apply and incorporate the risk management framework into our operational 

activities 
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• Undertake activities within approved risk appetite levels set by the CLT 
• Comply with the requirements of the risk management framework and look to 

continually improve the effectiveness of risk management, such that all 
reasonably foreseeable risks are systematically identified, assessed, 
analysed, prioritised and considered for appropriate treatment 

 

Where appropriate we will consider the cost of risk when making decisions about risk 
treatment options evaluating the financial impact of potential risks against the cost of 
implementing mitigation measures within our local authority context. This includes 
assessing the potential financial losses from risk events that could affect service 
delivery, the cost of preventive measures and controls, staff resources required for 
risk monitoring, and the potential impact on council budgets and public funds. By 
comparing these costs with the expected benefits of risk reduction, we can make 
informed decisions that demonstrate value for money whilst ensuring we maintain 
appropriate risk levels to safeguard council operations.  

 
1.03 Risk Appetite Statement 

SBC is committed to ensuring the effective management of risks while achieving its 
strategic objectives and delivering public services. The Council recognises that risk 
is an inherent part of decision-making, and a clear understanding of its risk appetite 
is essential for balancing opportunity with prudent risk-taking. 

The Authority's risk appetite reflects its commitment to delivering value for money, 
safeguarding public trust, and ensuring the sustainability of its services. This 
statement outlines the Council's approach to managing risk across all areas of its 
operations, including financial, operational, regulatory, reputational, and strategic 
risks. To apply risk appetite effectively, there are six key steps to follow: 
 

• Identify business objectives and review overall strategy 
• Understand baseline risk management maturity 
• Define risk appetite, considering current risk management maturity and 

organisational culture 
• Integrate risk appetite into decision-making through performance targets 
• Specify monitoring, reporting and review processes 
• Implement continuous improvement processes, including regular review of 

risk appetite, cultural maturity and changes in strategy 
 
1.04 Responsibilities 

 
When working for SBC, employees, contractors and business partners must: 
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• Understand and comply with this policy and take responsibility for their 
actions, and speak up if something doesn’t look right 

• Embed the Risk Management framework, including supporting guidelines and 
tools, within the directorate business as usual processes 

• Align and integrate any local risk management processes with the overall 
SBC risk management framework 

• Prepare, facilitate and support the risk management reporting process for 
their directorate and the risk management team’s reporting requirements 
(including obtaining review and sign-off by the directorate’s executive leader 
pre-submission) 

• Escalate and report any significant risks that are outside of their scope of 
influence and delegation, including emerging risks through the chain of 
management, to an accountable or responsible colleague and/or to the risk 
management team 
 

The Cabinet role is to set the risk appetite and influence the culture of Risk 
Management within the Council, this includes:  

• Ensuring risks are considered as part of every Cabinet report decision.  
• To review the content of the Corporate Risk Report at least annually, ensuring 

procedures are in place to monitor the management of the corporate risks to 
reduce the likelihood of unwelcome surprises. 

• Periodically review the Council's approach to Risk Management and approve 
changes or improvements to key elements of its processes and procedures. 

 
The Corporate Leadership Team (“CLT”) and Directorate Leadership Teams (“DLT”) 
will: 

• Promote, develop and support risk management and risk management culture 
• Identify, assess and evaluate corporate, material and emerging risks and 

ensure that material risks are managed and mitigated effectively 
 
The Risk Management Board will: 

• Be responsible for the Councils’ risk management programme and monitoring 
the corporate risks. 

• setting risk management guidelines. contributing to the setting of policies and 
processes for monitoring and managing our risks.   

• A copy of the Corporate Risk Report will be submitted to the CLT on a 
quarterly basis and thereafter to the Audit & Corporate Governance 
Committee. 

 
The Risk Management team will: 
Develop and manage the risk management framework, including: 

• clearly defining and documenting accountabilities of all stakeholders 



        

Page | 10 

• providing the appropriate guidance, tools and training to promote and embed 
risk management practices across the business 

• Coordinate, prepare and facilitate the risk reporting process 
• Oversee risk management activities and act as advisor to risk owners and the 

directorates 
 
Internal Audit will provide assurance on the management of risk including, but not 
limited to: 

• The implementation of a risk-based audit plan 
• Reviewing the adequacy of risk management processes across the council 

 
1.05 Performance Management 

The review, monitoring, approval and reporting of compliance with the principles of 
this policy are achieved through the following: 

• CLT members, with the support of the Directorate DLT’s, preparing and 
submitting quarterly corporate risk dashboards and directorate risk registers to 
the risk management team 

• The risk management team providing technical risk management support 
across the business and continual improvement of the risk management 
framework 

• The risk management team providing assurance over our corporate risks on a 
quarterly basis to the CLT and the Audit and Corporate Governance 
Committee 

• The risk management team reporting on the effectiveness of this policy and 
significant non-compliance to the CLT and the Audit and Corporate 
Governance Committee 
 

1.06 Risk Management Training 

SBC is committed to ensuring that all officers, managers, and elected members have 
the skills and awareness needed to identify and manage risk effectively. Risk 
management training and guidance will be provided through ongoing learning 
programmes, proportionate to each role’s responsibilities.  

Training needs and materials will be reviewed regularly to reflect organisational 
changes and best practice. 

1.07 References 

Internal:  

Risk Management Framework Standard 
• Risk Management Board Terms of Reference (Link) 

https://sloughbc.sharepoint.com/:b:/s/RiskManagementandInsuranceInformation/ETca2noEkaVOnOok3cs758YBcC2EKWZGXvnibjLrGuxo0w?e=tvXh8R
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• Audit and Corporate Governance Committee Terms of Reference (Link) 
 
External: 

• ISO 31000: 2018 international risk management standard  
  

https://sloughbc.sharepoint.com/:b:/s/RiskManagementandInsuranceInformation/EWMi_DEno1dGq6XYCbUNGvsBU58GGQD2K0KN7pS6g_sswg?e=IL5eEy
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2.0 RISK MANAGEMENT FRAMEWORK 
2.01 Executive Summary 

SBC is committed to robust standards of corporate governance and follows the 
requirements of the ‘Good Governance in the Public Sector’ which sets out a number 
of main principles of good governance, and the responsibility of the CLT and the 
Audit & Corporate Governance Committee (“A&CGC”). As part of these 
commitments, the CLT and A&CGC are responsible for monitoring and reviewing the 
effectiveness of our risk management programme.   
 
This framework forms a key part of the overarching Risk Management programme, 
which provides a set of components that lay out the foundations and organisational 
arrangements for designing, implementing, monitoring, reviewing and continually 
improving risk management throughout the business.  
 
The risk management framework is aligned to the International Standard, 
ISO31000:2018 Risk Management, to establish a uniform and consistent risk 
management programme which supports compliance with the ‘Good Governance in 
the Public Sector’. 
 
2.02 Objectives 

This standard describes the minimum risk management requirements all directorates 
are required to meet, to demonstrate that they are managing risk effectively.  

Detailed guidance, information and risk management support is available from the 
risk management team. 

2.03 Scope and Applicability 
Scope 
The scope of the framework extends to all reasonably foreseeable risks that we face.   
 
Applicability 
Application of this Council framework applies to employees, temporary staff, third 
parties or contractors, working for or with SBC (collectively referred to as colleagues) 
when undertaking the activities described.   

For SBC employees, breach of this standard may result in disciplinary action, up to 
and including dismissal. Breach of this framework by any individual who is not a SBC 
employee may result in other appropriate action being taken in relation to the 
individual and/or the business which supplies services to SBC, including termination 
of the relevant contract(s). 
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2.04 Expectations and Performance Requirements 

This framework sets out the minimum expectations and performance requirements to 
operate a robust risk management programme.  

Overview 
We are committed to maintaining a straightforward and transparent approach to risk 
management, that promotes risk awareness, continuous improvement and the 
management of risk (threats and opportunities) at all levels of the organisation.  
 
Risk Management Process  
The risk management process is designed in accordance with the globally 
recognised risk management framework ISO 31000:2018, as shown below, and 
must be adopted by all directorates.   

 

Figure 1 – ISO 31000:2018 Enterprise Risk Management Process  

 

  

The key outputs from this process are the creation of corporate risk dashboards and 
individual directorate risk registers that support identification of actions and controls 
to manage risks, and key risk indicators to predict potential risks that can negatively 

https://thameswater.sharepoint.com/:x:/r/raa/raadocs/Directorate%20and%20Business%20Risk%20Register%20Template.xlsx?d=w55f3c6a2921e493f8a671480d28d0dce&csf=1&web=1&e=3KXkAR
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impact the council. All risk scoring must be undertaken using the risk assessment 
matrix (Guidance section appendix 4.02, page 34).  

Guidance on populating the principal risk dashboards and individual directorate risk 
registers, and the scoring and treatment of risks, can be found in the Risk 
Management Guidance (page 18). 

Establishing the context 
By establishing the context, SBC articulates its objectives, defines the internal and 
external parameters to be considered when managing risk and sets the scope and 
risk criteria for the risk assessment. The context should include both internal and 
external parameters relevant for the Council. While many of these parameters are 
similar to those considered in the design of the risk management framework, when 
establishing the context for the risk management process, they need to be 
considered in greater detail and particularly how they relate to the scope of the 
particular risk management process 
 
Communication and consultation 
Communication and consultation with external and internal stakeholders should take 
place during all stages of the risk management process. Communication and 
consultation with stakeholders is important as they make judgements about risk 
based on their perceptions of risk. These perceptions can vary due to differences in 
values, needs, assumptions, concepts and concerns of stakeholders. As their views 
can have a significant impact on the decisions made, the stakeholders' perceptions 
should be identified, recorded, and considered in the decision-making process 
Communication and consultation should facilitate truthful, relevant, accurate and 
understandable exchanges of information, considering confidential and personal 
integrity aspects 
 
Responsibilities 
The Risk Management policy sets out the risk management responsibilities for 
managing risk. In addition, directorates must allocate adequate resources to:  
 

• Establish directorate Risk Champions  
• Support and develop managers to manage risk  

  
The minimum responsibilities of these roles must be maintained by the risk 
management team. The responsibilities of other risk management roles, such as 
project risk managers etc, are defined by directorate management in the relevant 
business area. A summary of what all roles in the risk management process are 
expected to do is provided below: 
 
 
 

https://thameswater.sharepoint.com/:x:/r/raa/_layouts/15/Doc.aspx?sourcedoc=%7BE6C9B2D2-7511-41DB-95D7-589662370BB3%7D&file=Risk%20Assessment%20Matrix.xlsx&action=default&mobileredirect=true
https://thameswater.sharepoint.com/:x:/r/raa/_layouts/15/Doc.aspx?sourcedoc=%7BE6C9B2D2-7511-41DB-95D7-589662370BB3%7D&file=Risk%20Assessment%20Matrix.xlsx&action=default&mobileredirect=true
https://thameswater.sharepoint.com/:x:/r/raa/_layouts/15/Doc.aspx?sourcedoc=%7BE6C9B2D2-7511-41DB-95D7-589662370BB3%7D&file=Risk%20Assessment%20Matrix.xlsx&action=default&mobileredirect=true
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Group/Stakeholder 
 

Role Description 

Cabinet • Leader of the Council and Cabinet responsible 
and accountable for ensuring the council has 
effective risk management arrangements in 
place to support delivery of strategic priorities. 

• Cabinet Members have specific responsibility for 
the oversight of risk arrangements within their 
individual portfolios. 

• Set the risk appetite and influence the culture of 
Risk Management within the Council. 

• Periodically review the Council's approach to 
Risk Management and approve changes or 
improvements to key elements of its processes 
and procedures. 

 
Audit and Corporate 
Governance 
Committee 

• Review the effectiveness of risk management 
arrangements.  

• Provide comment and challenge on risk 
management activity and progress. 

• Elected members are responsible for properly 
considering the risk implications during decision-
making and policy approval, particularly where 
the decision may have resource implications, an 
impact on the authority’s strategic priorities or 
propose a service change. 

• It is not the function of the Committee to 
examine specific risks however its functions 
include monitoring of the development and 
operation of risk management processes and 
receiving assurance from internal and external 
sources of the effectiveness of arrangements. 

 
Corporate 
Leadership Team  

• Overall accountability for risk management 
across the business including ensuring the 
corporate risk dashboards are live and up to 
date record of the current corporate risks. 

• Set the tone for risk management, promote the 
benefits of effective risk management and lead 
by example in embedding the risk management 
framework.  
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• In setting the tone at the top either CLT or ED’s 
must actively demonstrate consideration of risk 
in strategic decision-making and cultivate  a 
mindset where employees at all levels 
understand, take personal responsibility for, and 
proactively manage risks. 

• Establish a control environment and culture 
where risk can be effectively assessed and 
managed.  

• On a quarterly basis review the corporate risk 
report. 

 
Risk Management 
Board 

• Monitors and reviews the effectiveness of the 
risk management programme, including 
approving the Risk Management policy.  

• To ensure that there is a clear process in place 
to allow Corporate Leadership Team, Audit & 
Corporate Governance Committee and Cabinet 
to have assurance that risk is being robustly 
managed within the authority.  

• Assesses and evaluates the corporate, material 
and emerging risks that we face, ensuring they 
are managed effectively.  

• Ensure any emerging risks identified through 
governance reporting are escalated in 
accordance with the Risk Management 
framework. 

 
Executive Director 
Corporate 
Resources 

• Overall accountability for the effective delivery of 
the organisation's risk management function in 
accordance with industry best practice.  

• Ensure risk management features as part of the 
organisations proper administration to protect 
the authority from financial and reputational risk. 

 
Directorate 
Leadership Teams 

• Accountable for identifying risks to our 
operations within their directorates and ensure 
that material risks are managed effectively.  

• Identify any shared risks (impacting more than 
one directorate) and manage them through 
communication, collaboration and/or 
coordination by the impacted directorates.  
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• Develop, promote and support the risk 
management culture within their directorates. 

 
Departmental 
Leads/Heads of 
Service 

• Embed our risk management approach into BAU 
processes and include risk management as a 
regular management meeting agenda item to 
allow consideration of risk exposures and risk 
informed decision-making.  

• Embed adequate controls to manage risks 
related to the department, facilities and assets 
under their scope of influence and delegation.  

• Escalate and report any significant risks that are 
outside of their scope of influence and 
delegation, including emerging risks through the 
chain of management, to an accountable or 
responsible colleague and/or to the risk 
management team.  

 
Risk Champion • Main link between Risk Management team and 

their respective directorate. 
• Improve the Directorate’s alignment to SBC RM 

framework through training and support of 
directorate staff. 

• Understand, support, and facilitate the delivery 
of the RM framework. 

• Work closely and support action owners. 
• Provide input, where necessary, to directorate 

head as part of the sign-off process. 
 

Risk Owners • Assess risks for the processes under their 
management. 

• Implement risk treatment strategies for the risks 
under their management. 

• Monitor risks under their management. 
• Respond to the risks under their management. 
• Ensure the accuracy and timeliness of 

information provided for risk reporting. 
 

Risk Treatment 
Plan Action Owner 

• Support risk owners in implementing risk 
response strategies. 

• Support risk owners in responding to tolerance 
breaches. 
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• Support risk owners in providing accurate and 
timely data for risk reporting. 

 
All employees, 
temporary staff, 
third parties or 
contractors 

• Maintain awareness, understanding and 
compliance with the Risk Management 
framework as it applies to their role while 
working for or on our behalf. 

Head of Internal 
Audit 
 
 
 
Risk Management  
Team 

• The implementation of a risk-based audit plan  
• Reviewing the adequacy of risk management 

processes across the council. 
 

• Own and maintain the Council’s corporate risk 
management framework and Risk Management 
Policy. 

• Coordinate risk management activity across the 
Council. 

• Facilitate risk identification, assessment, and 
treatment with directorates, departments, and 
projects. 

• Maintain and oversee the Council’s strategic risk 
dashboards and directorate/departmental risk 
registers. 

• Monitor key corporate risks, controls, and 
emerging risk trends, escalating issues to senior 
officers and Members where appropriate. 

• Provide guidance, training, and tools to support 
risk owners and sub-risk owners across the 
Council. 

• Prepare consolidated risk reports for Risk 
Management Board, Corporate Leadership 
Team, Audit & Corporate Governance 
Committee, and Cabinet as required. 

• Support integration of risk management with 
business planning, performance management, 
financial planning, and assurance processes. 

• Advise on the interfaces between risk, insurance 
and business continuity for the Council. 

 
 
Any governing body or individual with responsibilities within the Risk Management  
framework must retain evidence to demonstrate compliance with the Risk 
Management policy and this framework.  
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Risk Management Guidelines  
The risk management guidelines (see section 3, page 18) are a reference aid in how 
to use and apply the risk management process. Where the risk management 
guidelines are not adopted, management still need to ensure that local processes 
are compliant with the mandatory requirements of the Risk Management policy and 
this overall Risk Management strategy.  
 
2.05 Risk Taxonomy 
Our risk taxonomy provides a standardised framework to describe our risks across 
SBC and we have split our risk taxonomy into two levels, strategic and directorate 
which will provide a comprehensive view of our potential risks.  

The four principal risk categories which are applicable are listed below: 

• Strategic Risk - Risks related to Organisational goals and strategic decision-
making. 

• Compliance Risk - Risks related to regulatory requirements and legal 
obligations. 

• Operational Risk - Risks arising from internal processes, systems, and human 
factors. 

• Financial Risk - Risks impacting financial performance and economic stability. 
 
The identification of these risks aims to prevent the timely delivery of the strategic 
priorities and objectives of the Council Corporate Plan and the Improvement and 
Recovery Plan. 

Our current risk taxonomy for our corporate risks (see 2.07 appendix B for a 
definition of a corporate risk) is as follows (correct as at Feb 2026): 

 

Corporate Risk Corporate Risk 
CR01: Safeguarding Children and Young 
People – Child Death  

CR08: ICT incident resulting in significant 
data and/or service  

CR02: Failure to meet demands on Adult 
Social Care 

CR09: Failure to achieve financial 
sustainability and a balanced MTFS 

CR03: Failure of Special Educational Needs 
and Disability (SEND) 

CR10: Failure of General Fund Asset 
Disposal Programme 

CR04: Failure to Provide Safe Temporary 
Accommodation within Budget 

CR12: Failure to deliver Market 
Sustainability across Council 

CR05: Failure to Attract Retain & Engage 
with Our People 

CR13: We fail to comply with GDPR data 
protection obligations 
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CR06: Health & Safety We fail to prevent 
physical injury or mental harm 

CR14: Failure of Council Subsidiary 
Companies 

CR07: Insufficient Operational Resilience 
and Crisis Management  

 

To ensure that we have a common approach at the directorate level, the following 
breakdown of possible risks should be used as a starting point to identify risks when 

completing the directorate/departmental risk registers. 

Strategic 
• Service performance failure 
• Brand reputation 
• Strategic partnerships 
• Significant financial failure 
• Technological disruption 
• Fraud 

  

Digital & Cyber 
• Data breaches 
• Ransomware attacks 
• System vulnerabilities 
• Technology integration challenges 
• Cloud security issues 

  

Operational 
• Process failures 
• Equipment malfunction 
• Human error 
• Supply chain disruptions 
• Inefficient workflow 
• Data management issues 

  

Environmental & External 
• Natural disasters 
• Pandemics 
• Political instability 
• Climate change impacts 
• Economic recessions 

  

Financial 
• Credit risk 
• Market volatility 
• Investment uncertainties 
• Liquidity challenges 
• Budget overruns 

  

Reputational 
• Social media controversies 
• Ethical misconduct 
• Customer dissatisfaction 
• Service issues 

  

Regulatory & Legal 
• Regulatory changes 
• Non-compliance penalties 
• Contract disputes 
• Intellectual property challenges 
• Litigation risks 
• Environmental regulations 

  

People 
• Skill gaps 
• Leadership succession 
• Employee turnover 
• Workplace culture challenges 
• Training and development limitations 
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2.06 Risk Management Training 

Risk management skills, training and awareness to address development and 
continuous improvement are delivered by the Risk Management team who will work 
with HR to plan and deliver appropriate training, briefings and guidance materials for 
officers, managers and members, informed by identified training needs, changes in 
the risk profile and lessons learned and consideration of ongoing, role-relevant 
mandatory training to build risk management skills and awareness. To consider the 
utilisation of technology for online training dependant on the capacity of the RM 
team. To systematically review past incidents and near-misses to improve future risk 
management practices.  

Attendance and completion of required training may be monitored and used to 
provide assurance on the effectiveness of the risk management framework. 
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2.07 Appendices 
Appendix A: Abbreviations 
SBC Slough Bourgh Council 
CLT Corporate Leadership Team 
BAU  Business As Usual  
RM  Risk Management  
DLG Directorate Leadership Group 
ACGC Audit and Corporate Governance Committee  
 
 
Appendix B: Terms & Definitions 

Risk Management  

• Our council-wide approach to risk management that enables 
us to consider the potential impact of all types of risks on all 
our processes, activities, stakeholders, assets and services.  

Corporate Risk  

• A risk or combination of risks that will prevent the timely 
delivery of strategic priorities and objectives of the Council 
Corporate Plan  and the Improvement and Recovery Plan that 
can seriously affect our future prospects or reputation. These 
should include risks that threaten our business model, future 
performance, solvency or liquidity.  
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3.0 RISK MANAGEMENT GUIDANCE 
 
3.01 Purpose 
The purpose of this document is to provide guidance for implementing effective Risk 
Management within our organisation. Adherence to this guidance allows for 
significant/material risks from across all parts of the Council to be brought together to 
enable senior leadership to oversee their management, make risk-informed 
decisions and prioritise treatment strategies.  
               
It aims to establish a common language to foster consistent monitoring and reporting 
across different risk types across the Council. Embedding risk assessments directly 
into existing corporate planning, strategies, procurement, project management, and 
strategic decision-making processes ensures a standardised approach to identify, 
assess, and manage risks (threats and opportunities), fostering a risk-aware culture 
that contributes to the achievement of effectively delivering our business plans and 
purpose. 
 
3.02 Introduction 

 
Risk management is a systematic and integrated approach to identifying, assessing, 
and managing risks across all levels of our business.  
 
Our Risk Management team have responsibility for risk management across the 
council, providing expertise and support to the directorates and reporting risk 
information to the Risk Management Board, CLT, and the Audit & Corporate 
Governance Committee 
 
Risk is defined as the uncertainty surrounding events and their outcomes that may 
have a significant effect on: 

 
• Operational performance 
• Achievement of aims and objectives; or 
• Meeting expectations of stakeholders 

 
Risk is an inherent feature of all activity and may arise from inaction as well as from 
undertaking new initiatives. Risks can be conventional threats to an organisation; 
they can also be positive opportunities. Consideration of risk will encompass an 
assessment of risk taking – the level of risk the Council is prepared to take to 
innovate and/or achieve its strategic and business objectives falls within our overall 
risk appetite. 
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In an ever-evolving local authority landscape, understanding and proactively 
addressing risks is essential for sustaining success and creating long-term value. 
This guidance document supports the embedding of our risk management principles 
into our organisational culture, ensuring a holistic and consistent approach.  
As a Council, effective risk management will enable:  
 

• Increased confidence in achieving desired outcomes and objectives.  
• Management of threats to an acceptable level.  
• Exploiting opportunities when appropriate. 

 
3.03 Risk Structure 
The Risk Management Framework utilises the following risk structure:  
 

• Corporate risks are the most material risks (strategic, operational, financial 
and compliance) to the council that can seriously affect our future prospects 
or reputation. These should include risks that threaten our business model, 
future performance, solvency or liquidity. 

• Each corporate risk is built up of two or more sub-risks, providing the detailed 
breakdown of risks within the overarching corporate risk. 

• Individual directorate risks are the specific risks identified and managed within 
a directorate, including material risks as identified by the department line 
management. 

• We currently have 14 corporate risks as at Q1 FY25/26. This number may 
change over time. 

• The risk management process is based on a ‘top down’ and ‘bottom up’ 
approach: 

• The ‘top down’ approach involves the executive and senior leadership teams, 
identifying and managing the risks that we face in achieving our strategic and 
business objectives. These risks form our corporate and sub risks.  

• The ‘bottom up’ approach focuses on engaging employees at all levels, 
including frontline and site staff throughout SBC in identifying and managing 
risks. These risks form our ‘business’ risks. 
 

The risk management approach will be followed at all levels of the Council as shown 
in diagram 1 below:  

Top Down/Bottom-Up Approach 
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3.04 Risk Management Process 
Our risk management process details below the overarching mandated requirements 
for the whole business.   
 
As shown in diagram 2 below, risk management is shown as a continuous process, 
supplemented at the start by identifying business aims and objectives and later 
through reporting, both internally and externally, on the Council’s risk profile.  
 
Diagram 2.   

 
 
 
Risk assessment is the overall process of risk identification, risk analysis and risk 
evaluation.  
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It should be conducted systematically, iteratively, collaboratively and drawing on the 
knowledge and views of stakeholders. It should use the best available information, 
supplemented by further enquiry as necessary.  
 
3.05 Identify  
The purpose of risk identification is to identify and describe risks that might help 
(opportunity) or prevent (threat) us from achieving our objectives. We should 
consider the full range of risks the council faces, including risks that we are exposed 
to during operational delivery and those that could have an impact on the 
achievement of strategic objectives. 
   
Whenever, there is a change in the strategy, objectives or business processes, 
existing risks shall be reassessed, and any new risks identified shall be assessed.  
 
Identifying and addressing material risks is a key aspect of effective risk 
management, ensuring that resources are allocated appropriately to manage the 
most critical challenges facing the Directorate/Division and ultimately, SBC.   
 
For example:  
Impact day to day business operational objectives, (i.e., compliance with standards, 
contractual and statutory obligations)  
 

• Impact delivery of the council’s long term/strategic objectives (i.e., failure 
to become a ‘best value council’, building resilient assets and systems, 
optimising technology innovation and sustainable practices, for example)    

• Are of concern to stakeholders (i.e., non-delivery of our commitments, not 
meeting regulatory obligations.)  

  
3.06 Describing risks  
 
Risks can be identified through strategic planning, business planning, project 
initiation, horizon scanning and the ongoing assessment of the organisation’s work.  
Once objectives are understood, risks which may impact them shall be identified and 
described clearly so that stakeholders can understand the ‘risk event’ (i.e., what 
might happen); the ‘root causes’ (i.e., why it might happen); and the 
‘consequences’ (i.e., impacts if it happens).   
 
Example of describing a risk:  
 
The ‘root cause’ of the risk   due to inadequate financial checks...  

The risk ‘event’   … A staff member commits fraud...  
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The ‘consequence’ of the risk (as it 
relates to objectives)  

...resulting in monetary loss to the 
organisation  

  
3.07 Emerging risks   
Emerging risks are those that are newly developing or rapidly changing and 
therefore their extent and implications are not fully understood. As such they cannot 
be fully assessed in the same way as our current risks however, they do have the 
ability to affect the future viability of SBC if appropriate steps are not taken to 
understand and respond accordingly. Therefore, as part of our risk management 
process, on a monthly basis consider changes in our operating landscape and the 
subsequent emerging risks that could arise over the short, medium and long-term 
timescale.   
  
Directorates identify emerging risks through horizon scanning, engaging with risk 
champions and other people in the business who are engaged with external bodies 
and forums. Emerging risks are captured in the ‘Emerging Risk Summary Template’  
and reviewed by the risk and insurance team against existing risks. The risks are 
shared with affected teams and an overview shared with the risk champion for 
inclusion in quarterly risk reviews and captured in the risk registers with detail and 
assessment undertaken as the relevant information comes available.  
 
The emerging risk template can be found at appendix 4.05 Emerging risk template  
  
3.08 Cross functional approach  
It is important that directorates/departments do not operate within silos when 
identifying and assessing their risks but ensure that they work with any other areas 
of the business who are facing the same risks.   
 
Cross-functional risk management is an approach that involves collaboration across 
various directorates/departments within the council to identify, assess, and manage 
risks. As an example, while identifying and assessing a risk it may be necessary to 
speak to a number of stakeholders either individually or ideally in a group, from 
different functions for example finance, adults, people, and DDaT, to allow risk 
ownership to be assigned based on the impact on each business unit and captured 
in the relevant risk registers, which will ensure a comprehensive management of the 
identified risk. Regular meetings should be held to monitor the management of the 
risk, review risk statuses, and adjust plans as necessary. Effective communication 
and collaboration are key throughout the process, ensuring that all stakeholders are 
informed and aligned on the risk management objectives and actions.  
  
Cross-functional risk management matters because it helps you align your efforts 
and resources with your vision and objectives. It also enables you to respond to any 
changes due to internal or external influences. By managing cross-functional risks 
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effectively, we will enhance the identification and management of risks which will 
optimise resource allocation and improve overall management of risks.  
  
3.09 Analyse   
 
The purpose of risk analysis is to comprehend the nature of risk and its 
characteristics including the level of risk. Risk analysis involves assessing the 
causes and resultant consequences of risk events affecting objectives.  An event can 
have multiple causes and consequences and can affect multiple objectives. Controls 
should be identified, and their effectiveness taken into consideration.   
 
Risk analysis should consider factors such as:  
 

• the likelihood of events and consequences  
• the nature and magnitude of consequences  
• complexity and connectivity  
• time-related factors and volatility  
• the effectiveness of existing controls  

 
The level of detail with which risk is analysed may vary depending on the nature and 
materiality of the risks identified.  
 
Risks shall be assessed/scored using the SBC Risk Assessment Matrix, which 
considers eight impact criteria and the scale of probability of it occurring, see 
Appendix 4.02 Risk Assessment Matrix.   
 
 
 
 
 
 
 
The Council has historically used a risk heat map to visually represent risks by 
multiplying impact and likelihood, to generate an overall risk score, with colour-
coding to indicate risk levels. This method offers a snapshot of the corporate risks. 
 
However, the multiplication approach can be misleading. Score of 25 and 5 differ 
greatly in value, but both could have catastrophic consequences. Low-likelihood 
(rare), very high-impact events may receive too little attention, despite their potential 
to occur. Additionally, this method suggests that a moderate-impact, possible event 
with a score of 9 is more deserving of management attention than a very high-
impact, low-probability event scoring 5, which is not necessarily accurate. 
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To improve clarity, we plot impact and likelihood on the heat map matrix, which 
reflects a scale of relative importance. Box 25 is the most significant, followed by 24, 
23, and so on. In this approach, very high impact, low-likelihood risks score 15 
(instead of 5), providing a more accurate representation of risk. This also shows that 
such risks score higher than moderate-impact, possible events (15 vs. 13), offering a 
clearer assessment. 
 
The impact and likelihood scores for risk events shall be evaluated at two points:  
 

• Current risk score - this is the level of risk we consider we are exposed to 
‘today’, taking into consideration the existing controls that are in place to 
manage the risk. It serves as a dynamic indicator that aids in prioritising 
and addressing risks in the current state of operations.  

• Target risk score – acceptable future level of risk that aligns with 
organisational risk appetite which will be achieved by the delivery of 
treatment/mitigation plans.    

  
IMPORTANT 
Scoring risks involves a pragmatic evaluation of the impact and likelihood that 
leans towards a reasonably foreseeable worst case impact estimate rather 
than fixating on the extreme scenarios.   
 
The risk score will determine which level of severity the risks sit in.  There are four 
risk levels (Red, Amber, Yellow or Green), which classify the significance of the risk 
and guide the urgency of action required.  See table 1 below.  
  
Table 1 – Risk Severity  

Red 
(20 – 25) 

Red risks are high-impact, high-likelihood risks that pose a severe 
threat to our objectives, operations, or strategic initiatives. These 
risks require immediate attention and robust treatment/mitigation 
strategies.  

Amber 
(15 – 19) 

Amber risks indicate that our objectives may not be achieved. 
Appropriate treatment/mitigation strategy to be devised as soon as 
possible.  

Yellow 
(7 – 14) 

Yellow risks indicate that our objectives may not be achieved. 
Appropriate treatment/mitigation strategy to be devised as part of the 
normal risk management process  

Green 
(1 – 6) 

Green risks represent low-level concerns that are manageable and 
unlikely to significantly affect our objectives.  

  
The majority of management focus and further risk treatment/mitigation should be 
focused on Red and Amber risks.  
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3.010 Controls  
Controls are specific measures, actions, policies, procedures or mechanisms put in 
place to manage a risk and are designed to minimise the likelihood and or impact of 
potential threats occurring.   
 
3.011 Evaluate & Treat  
 
Evaluate  
 
Risk analysis should be evaluated against defined risk appetites, to identify risk 
within and outside of tolerance and levels of acceptability. This will support decisions 
on the management of the risk, including the prioritisation and treatment.   
  
Risk appetite is the level of risk SBC is willing to seek or accept in pursuit of 
achieving its long-term objectives and creating value. Risk appetite guides resource 
allocation and provides the means to effectively respond to and monitor risks.  
 
The following scale represents the approach used by SBC for assessing risk 
appetite. 
 
See table 2 below: 
 
Table 2 

Risk averse 
(Conservative)  Risk balanced  Risk seeking 

(entrepreneurial)  
No or very low 

tolerance - with a 
preference for 

conservative strategies 
with negligible or low 

risk.   
Applying innovation 
prudently where the 

risks are fully 
understood.   

Low tolerance - willing 
to accept a small 

degree of risk but aim 
to reduce exposure 

where possible.  
Applying innovation 

only where successful 
delivery is likely.  

  

Medium tolerance - 
willing to take risk where 
the risk/reward ratio is 
deemed acceptable.  

Applying innovation only 
where successful 
delivery is likely.  

  

High tolerance - a 
willingness to take on higher 

levels of risk in pursuit of 
greater rewards.   

Eager to be innovative and 
exploit opportunities.  

  

 
Treat (mitigate) 
 
Once risks have been identified, analysed and evaluated, the next step is to decide 
what to do about them.  
 
For all current risks (the remaining exposures after existing controls have been 
considered), management shall decide upon, and explicitly document, a risk 
treatment selected from one of the following options:  
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Treat take action by implementing controls in order to reduce the likelihood of 
the risk developing and/or limiting the impact to acceptable levels.  

Tolerate retain the risk by making an informed decision (do not introduce new 
controls or treatments) 

Transfer share the risk with another party e.g. insurance, contracts, third parties.  

Terminate 
remove the risk source by ensuring that measures are in place to either 
stop the risk from occurring or preventing the risk from having any 
impact  

  
Selecting the most appropriate option involves balancing the costs and efforts of 
implementation against the benefits derived.  
 
Risk treatment can also introduce secondary monitor risks which must be captured 
and managed.   
 
3.012 Monitor and Review  
 
Ongoing monitoring and periodic review of the risk management activity and its 
outcomes should be a planned part of the risk management process to ensure that 
the treatment action taken, and the controls put in place are effective in managing 
the risk. Reviews must consider movements in the exposure of existing risks and 
include identification of new or emerging risks.    
  
As a minimum the following review periods will be followed:  
  

• Council - Annually 
• Audit & Corporate Governance Committee – Quarterly  
• CLT – Quarterly  
• Risk Management Board– Quarterly  
• Corporate Risk Dashboards – Quarterly  
• Directorate/Department Risk Registers – Quarterly  

 
These review periods are driven by our risk governance process depicted below:  
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At the risk owner’s discretion more frequent reviews are encouraged particularly for 
the highest scoring risks (Red risks) and any rapidly changing risks.  Additionally, 
risk reviews of material risks should be a standing agenda item on monthly 
Leadership Team (DLT) meetings.  
 
The material risks are typically prioritised for focused monitoring and mitigation 
efforts as they have the potential to significantly influence the overall success of the 
Directorate/Department and therefore need to be reviewed by the relevant Senior 
Leadership team.   
  
We define a material risk as having a significant material impact i.e. with an impact 
score of 5 or with a current risk score of 18 and above, using the SBC Risk 
Assessment Matrix. Any outlying risks, low likelihood, high impact, should also be 
considered on a regular basis.  
 
The various monitoring mechanisms for risks will include the following: 

• Identified controls and their effectiveness 
• Identified roots causes and consequences have not changed 
• Quarterly evaluations of impact and likelihood 
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If the status of risk treatment plans (milestones & delivery dates) deteriorates, 
particularly those of material and corporate risks, this must be communicated to the 
relevant Risk Champions, Risk Owner and Risk Management team for proactive and 
corrective actions to be taken. If deemed necessary, it should also be escalated to 
the Risk Management Board. 
 
Risk champions must take recognition of the fact that risks may evolve over a period 
of time. Hence, a monthly/quarterly review of the treatment activities must be 
implemented to ensure that the action plan remains on time 

 
3.013 Risk Reporting  
  
The risk management process and its outcomes should be documented and 
reported through directorate risk registers and corporate risk dashboards.  
  
3.014 Risk Recording  
  
Flow of Risk Information 
This section describes the flow of risk information from departmental level up to the 
CLT as well as the filtration process in between: 

1. The first level will be conducted by the departments. Once risks are 
assessed by departments and directorates, only the material risks are 
escalated to each DLT through the respective directorate Risk Champions.  

2. The Risk Management team will act as a second level of filtration of risks. 
3. The Risk Management team will consolidate the directorate risk registers 

and produce a report on a quarterly basis. 
4. The Risk Management Board will be responsible for assisting SBC in its 

oversight of corporate risks of the Council    

Risk Profiling 
SBC will develop risk registers at divisional and departmental level. The purpose of 
the risk register is to identify, prioritise, and assign ownership for risks that create 
uncertainty around the achievement of directorate and divisional objectives 

Each risk register will contain a set of key risks with the following details: 

1. A description of the risk, together with the associated root causes and 
consequences 

2. A current risk rating based on the assessment results (identified likelihood 
and impact of the risk) 

3. Current controls in place to manage the risk and the effectiveness of the 
controls in place. 

4. Treatment action, if any and expected due dates. 
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5. Ownership of the risks and treatment plans 
 

To ensure an accurate representation of the risks in the risk register, Risk 
Champions and directorate heads will sign off their directorate risk register on a 
quarterly basis. 

The Risk Management team will arrange to meet and review the directorate risk 
registers at least on a quarterly basis. The objective of the meetings will be to assess 
and review the risks and as well as mapping to the corporate risk dashboards. 

A quarterly Corporate Risk Report based on the corporate risk dashboards will be 
reviewed and approved by the Risk Management Board then submitted to the CLT 
for final approval before being submitted to the Audit Committee. 
 
3.015 Frequency 
 
The below is an indicative timeline of the risk management activities: 
 

Indicative 
timing 

Key activities Formal report 

Monthly 
Directorates/Divisions review 
for emerging and/or current 
risks 

Risk Champions communicate 
any identified emerging risks to 
the Risk Management team 

Quarterly 

Directorates/Divisions review 
risk registers and undertake a 
risk assessment update 
exercise 

DLT sign off Directorate risk 
register  

Quarterly 

Risk Management team 
reviews Corporate Risk 
Dashboards and produce the 
quarterly Corporate Risk 
Report. 

Quarterly Corporate Risk Report 
approved by the Risk 
Management Board  

Quarterly 
Risk Management team 
presents quarterly Corporate 
Risk Report to CLT 

Corporate Risk Report approved 
by CLT, then submitted to the 
Audit Committee 

Annually Corporate risk assessment 
exercise with the CLT 

Corporate risk profile approved 
by the CLT  

 
3.016 Risk Registers 
 
All directorate/departmental risks must be recorded in a risk register, see Appendix 
4.01.    
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Each risk must be assigned a risk owner with the appropriate seniority and delegated 
authority to be accountable for the management of the risk.  
   
Risk Owners are responsible for:   

• Ensuring their risks are properly understood and articulated.   
• Risk assessment (including scoring and controls)    
• Reviewing control effectiveness   
• Introduce treatment/mitigation plans when required and monitoring their 

implementation.   
• Reviewing their risks on a regular basis   

 
As well as an assigned risk owner, risks should also have a risk lead/ 
responsible person to act as a subordinate for risk owner. Also action owners and 
control owners are identified.  
  
Action Owners are responsible for:   
  

• Ensuring that the mitigation/treatment actions under the treatment plan are 
implemented within any specified parameters e.g., time and cost.    

• Providing regular updates to the Risk Owner on the progress and 
effectiveness of the actions and undertake changes as directed by the 
Risk Owner  

  
3.017 Risk Escalation: A Bottom-Up Perspective  
 
A well-structured risk escalation framework ensures that significant risks are properly 
identified at operational levels and effectively communicated upward through the 
organisation. Here's how risks are escalated through our system from the bottom up: 
 
Departmental Risk Identification 
 
At the departmental level, teams identify and assess risks specific to their operations 
using the 1-25 scale. Each risk receives: 

• An impact score (1-5) 
• A likelihood score (1-5) 
• An overall risk score (Plotting impact & likelihood on risk map) 

 
Department managers maintain their risk registers, regularly reviewing and updating 
them to reflect current conditions. 
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Risk Escalation Criteria 
 
Based on your framework, risks qualify for escalation when they meet either of these 
conditions: 

• Overall risk score of 18 or higher 
• Impact score of 5 (regardless of likelihood) 

 
These thresholds ensure that both high-probability risks and potentially catastrophic 
events receive appropriate attention, even if their likelihood is low. 
 
Escalation to CLT 
 
All material risks to be escalated to CLT for collective discussion/agreement in 
respect of the Corporate Risk Dashboards. 
 
Escalation to Directorate Level 
 
When departmental risks meet the escalation criteria: 
 

1. They are flagged in the departmental risk register 
2. Details are communicated to the relevant directorate 
3. The risk is recorded in the directorate's risk register 
4. Directorate-level risk mitigation strategies are developed 
5. At this level, similar risks from multiple departments may be aggregated or 

linked to show systemic issues. 
 
Mapping to Strategic Risks 
 
Material risks from directorates are then mapped to the Sub-Risks of the Corporate 
Risk Dashboards. This process: 
 

1. Connects operational concerns to strategic objectives 
2. Provides senior leadership with visibility of significant threats 
3. Enables enterprise-wide risk management decisions 
4. Ensures resource allocation aligns with the organisation's most critical risks 
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Benefits of the Bottom-Up Approach 
 
This escalation framework ensures that: 
 

• Risks are identified by those closest to operations 
• Nothing significant falls through the cracks 
• Decision-makers have appropriate visibility of material risks 
• The organisation maintains a comprehensive view of its risk landscape 

 
Regular review cycles at each level maintain the system's effectiveness, ensuring 
timely identification and management of emerging risks. 
  
3.018 Risk Management Board and CLT Committee Reporting  

 
Our Corporate Risks are owned by members of the CLT and are reviewed by the 
Risk Management Board, and the Audit & Corporate Governance Committee on a 
quarterly basis. These risks are recorded in the Corporate Risk Dashboards, see 
Appendix 4.03  
 
The risk management team produce the relevant risk reports and dashboards for 
these committees in collaboration with the business, to provide oversight of the 
material risks to the council (the overall council risk profile) and to show how these 
risks are being managed, as well as information on new and emerging risks.  
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4.0 APPENDICES 
4.01 Risk Register Template (Link) 

https://sloughbc.sharepoint.com/:x:/s/RiskManagementandInsuranceInformation/EV4QUcszw7tJsdvVyG9STy0BTs68oWtpaxWY7b0U_7Ld-g?e=8CAdky
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4.02 Risk Assessment Matrix (Link) 

https://sloughbc.sharepoint.com/:x:/s/RiskManagementandInsuranceInformation/EXPO7deRpi5HpLDZOIITSNgB6RzlE3JF_sEjZa4nmolyWA?e=WjtkaW
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4.03 Corporate & Sub Risks/ Sample Corporate Risk Dashboard Template – as at 20/10/2025  
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4.04 Corporate Risk Dashboard – SAMPLE (Link to blank template)  

Sub risks related to this principal risk

Corporate risk overview

Risk profile

Management Review/ Explanation of movement
Change in

period /
outlook

Sub-risk ownerRisk titleStatusRef

Increased phishing attempts targeting remote workers.
Two near-miss incidents this quarter. Enhanced security
awareness training implemented

David Chen,
InfoSec
Manager

Data Breach & Privacy Violations14.01

Legacy systems upgrade 60% complete. Critical patches
applied quarterly. Network segmentation project on
track.

Mark
Johnson, IT
Director

System Infrastructure
Vulnerabilities14.02

New vendor security assessment framework
implemented. 85% of critical vendors now compliant with
security

Lisa Smith
Procurement
Director

Third-PartyVendor Security14.03

RAG status: Overall risk remains at HIGH (RED) due to increasing cyber threats and
sophisticated attack vectors targeting our sector
Biggest exposures: Remote working infrastructure, legacy ERP system vulnerabilities, and third-party integrations
Current incidents, concerns: 3 successful phishing attempts blocked, 1 attempted ransomware attack contained, concerns
over staff security awareness
Internal or external themes: Increase in sector-specific cyber attacks, new regulatory requirements (NIS2 Directive), hybrid
working model creating expanded attack surface
Emerging risks: AI-powered cyber attacks, supply chain compromises, quantum computing threats to current encryption

Risk owner:Executive DirectorCybersecurity RiskCR20

Risk appetite statement(Averse/Balanced/Seeking)-Choose

Averse - Low tolerance for cybersecurity risks given potential for severe reputational
damage, regulatory penalties, and operational disruption. Conservative approach preferred
with comprehensive security controls

Refer to slide 7 for risk assessment score
instructions

Target Risk Score 4 Impact 3 Likelihood

Current Risk Score 5 Impact 4 Likelihood

18



 

24







SAMPLE

https://sloughbc.sharepoint.com/:p:/s/RiskManagementandInsuranceInformation/EQSSN999qY1FpZ3MaNjeERoBJwPUGvomo31yzyDe3lc7pw?e=C1uGHk
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4.05 Risk Heatmap (Link) 

 

https://sloughbc.sharepoint.com/:x:/s/RiskManagementandInsuranceInformation/EXPO7deRpi5HpLDZOIITSNgB6RzlE3JF_sEjZa4nmolyWA?e=JEAmH6


 

                                                                                                                                                                                                      

4.06 Emerging risk template (Link) 

 

 

  

https://sloughbc.sharepoint.com/:w:/s/RiskManagementandInsuranceInformation/EaED_TTZB0FLrHDP2nXZ00cBfn50KHb0VLxapHtvO4gNZA?e=gI2FPb
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4.07 RACI Matrix 
 
The RACI (Responsible, Accountable, Consulted, Informed) matrix links key risk 
management activities to SBC primary risk management roles and establishes the 
level of accountability for each activity. SBC primary risk management roles are 
either: 
 

• E = Execute – Responsible (responsible for performing the activity) 
• O = Owner – (accountable for making the business decision and its outcome 

or delegating specific tasks to other employees or teams) 
• C= Consulted – Consulted (consulted for inputs and feedback; however, 

agreement or action on input is not required) 
• I = Informed – Informed (informed of the final result, task completion, or 

deliverable distribution) 
• F= Facilitate – Facilitate the performance of the activity or task 
• M = Monitor – Monitor (monitors to ensure that the activity is being 

addressed) 
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Develop RM 
programme 
(framework, 
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  E - O C I - M 
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Governance 
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document 
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Emerging Risks O C – M C, F   Risk 
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validity, root 
causes and 
consequence  
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Update 
directorate Risk 
Register 

O E F   

Review and 
update Divisional 
risks’ impact and 
likelihood O E F   

Review and 
update the impact 
and likelihood of 
risks that arise at 
corporate level 
only 

  F E M 

Risk 
Assessment 

Review the top 
corporate risks    F C M 

Review current 
treatment 
strategies for top 
corporate risks 

O - E  F C  M 

Review treatment 
strategies for top 
directorate risks 

O - E F C M  

Develop Risk 
Response 

Validate current 
treatment 
strategies for top 
corporate risks 

E - O F C   

Implement SBC 
risk treatment 
strategies 

O - E F C   
Implement 
Risk 
Response 

Implement 
divisional risk 
treatment 
strategies 

O F C   

Prepare SBC risk 
reports   E - O I I 

Risk 
Monitoring 
and 
Reporting Prepare 

directorate risk 
reports 

 F  E - O I  
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Monitor top QR 
risk  O - E O - E F C F 

Monitor top 
divisional risks O E F   

 

4.08 Glossary of Terms 
Slough Borough Council has adopted the following glossary of terms that are aligned 
with ISO 31000:2018, to establish a uniform and consistent risk management 
programme across the Council: 
 

Risk 
The effect of uncertainty on objectives - The possibility of an event 
occurring that will have an impact on the achievement of objectives. 
Risk is measured in terms of likelihood and impact 

Risk Management 
Framework 

A set of components that provides the foundations and Council 
arrangements for designing, implementing, monitoring, reviewing and 
continually improving risk management throughout the Council.  
The foundations include the policy, objectives, mandate and 
commitment to manage risk. 
The Council arrangements include plans, relationships, 
accountabilities, resources, processes and activities. The risk 
management framework is embedded within the Council 's overall 
strategic and operational policies and practices. 

Stakeholder(s) Directorates, Divisions and decision makers that can affect, be 
affected by a decision or activity. 

Risk Champion A person that has been given the authority to monitor a particular risk 
and report to the RM function 

Risk Owner A person with the accountability and authority to manage a risk. 
Risk Appetite Is the amount and type of risk that SBC is willing to pursue or retain.   

Risk Tolerance The acceptable level of risk, defined by the organisation, within which 
it is willing to operate. 

Risk Mitigation Actions taken to manage the likelihood or impact of risks. 
Risk Assessment Overall process of risk identification, risk analysis and risk evaluation. 
Risk Identification The process of finding, recognising and describing risks. 
Risk Analysis The process to comprehend the nature of risk and to determine the 

level of risk 

Risk Evaluation 
The process of comparing the results of risk analysis with risk criteria 
to determine whether the risk and/ or its magnitude is acceptable or 
tolerable. 

Event 
Occurrence or change of a particular set of circumstances 

a) An event can be one or more occurrences and can have several 
causes. 
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b) An event can consist of something not happening. 
c) An event can sometimes be referred to as an “incident” or “accident”. 
d) An event without consequences can also be referred to as a “near 

miss”, “incident”, “near hit” or “close call”. 
Likelihood The chance of the risk happening. 
Impact Extent to which Slough Borough Council is subject to an event. 
Consequence Outcome of an event affecting Slough Borough Council objectives. 
Risk Description Structured statement of risk usually containing four elements: 

sources, root causes, events and consequences. 
Root Cause Element which alone or in combination has the intrinsic potential to 

give rise to risk.  A risk source can be tangible or intangible. 
Risk Treatment Process to modify risk which involves accepting, mitigating, 

transferring, or avoiding the risk. 

Control 
Measure that is modifying risk. Controls include any process, policy, 
device, practice, or other actions which modify risk. Controls may not 
always exert the intended or assumed modifying effect. 

Current Risk The risk, taking into account current controls and their effectiveness. 
Monitoring Continual checking, supervising, observing or determining the status 

to identify change from the desired or expected performance level. 

Risk Reporting 
Form of communication intended to inform internal or external 
stakeholders by providing information regarding the current state of 
risk and its management. 

Risk Management Plan 

Scheme within the risk management framework specifying the 
approach, the management components and resources to be applied 
to the management of risk. 

a. Management components typically include procedures, practices, 
assignment of responsibilities, sequence and timing of activities 

b. The risk management plan can be applied to a particular product, 
process and project, and part or whole of the Council. 

Risk Aggregation Combination of a number of risks into one risk to develop a more 
complete understanding of the overall risk. 

 
4.09 Related Policies and Procedures 

Risk Management Board terms of reference (link) 

ISO 31000: 2018 international risk management standard 

Audit & Corporate Governance terms of reference (link) 

https://sloughbc.sharepoint.com/:b:/s/RiskManagementandInsuranceInformation/ETca2noEkaVOnOok3cs758YBcC2EKWZGXvnibjLrGuxo0w?e=MGLi3O
https://sloughbc.sharepoint.com/:b:/s/RiskManagementandInsuranceInformation/EWMi_DEno1dGq6XYCbUNGvsBU58GGQD2K0KN7pS6g_sswg?e=8XIDim
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