Slough Borough Council

Report To: Audit and Corporate Governance Committee

Date: 30 April 2025

Subject: Q3 Corporate Risk Update

Chief Officer: Annabel Scholes, Executive Director Corporate
Resources

Contact Officer: William Green, Interim Risk Manager

Ward(s): All

Exempt: NO

Appendices: Appendix ‘A’ - Corporate Risk Profile

Appendix ‘B’ - Q3 2024-25 Corporate Risk
Dashboards (summary sheets)

1. Summary and Recommendations

1.1

This report sets out:

The status of the Council risk profile in the Q3 2024/25 Risk Update.
Breakdown of current Corporate Risks and Sub-Risks

Recommendations:

1.2 The Audit and Corporate Governance Committee is recommended to note the revised

Corporate Risks and sub-risks as at Quarter 3 (February 2025).

Reasons

1.3

1.4

Summarising the Council’s corporate risks for the Audit & Governance Committee
ensures that Members are advised of the key risks facing the Council, and the extent to
which they are being managed.

Producing information in a format that supports the communication of the Council’s risk
profile to Members is important to demonstrate good governance, and provide assurance
that officers understand the nature of the Corporate Risks we face and are managing
them effectively.

Commissioner Review

This report is outside the scope for pre-publication commissioner review; please check the
Commissioners’ instruction 5 to CLT to sign off papers for further details.

2. Background

2.1

The Council deals with risk every day from managing its infrastructure, delivering its
services, managing its supply chains, maintaining safe systems for staff and residents


https://www.slough.gov.uk/downloads/download/1367/commissioners-instruction-5-to-clt-to-sign-off-papers

2.2

and delivering on its strategic aims. Effective risk management is concerned with
identifying material risks, assessing them in a consistent manner, and managing them to
levels that are acceptable.

To produce the Q3 2024/25 corporate risk report a full review of the current corporate
risks was undertaken. The corporate risk report was presented at the Risk Management
Board on the 11 February 2025 where it was signed off. The risk report was then
presented to the CLT on the 26" February where it received a final sign off. The CLT
also agreed and signed off on the inclusion of a new corporate risk CR14 (Failure of
Council Subsidiary Companies) which will be incorporated in the Q4 corporate risk report.
The current position is that out of thirteen identified corporate risks ten are rated as red
(risk score between 20 — 25), down from twelve in the previous quarter, and three are
rated as amber (risk score between 15 — 19). In Q2 forty-eight sub-risks were identified
across all the corporate risks, this has now increased to fifty-three for Q3. It should be
noted that this increase is not the result of our risk profile position becoming worse, but
the fact that the new risk management approach is providing the opportunity to provide a
fuller analysis of our current corporate risks. The full breakdown of our risks and sub-risks
is provided in the table below (Q3 Corporate Risk and Sub-Risk).

Q3 Corporate Risk and Sub-Risk Summary Note:

Red risks are high-impact, high-likelihood risks that pose a severe threat to our
objectives, operations, or strategic initiatives.

These risks require immediate attention and robust mitigation strategies.

Score change & outlook change

Outlook change, No score change

Impact  Likliehood Current

Score
CRO1 |Safeguarding Children and Young People - Child Death a4 3 18
SRO1.0 Insufficient financial resources 4 3 18 L3
SR01.02: Unsuccesstul staff recruitment and retention 3 3 13
SR0103: High Caseloads 3 3 13
SR01.04: Inexperienced staff and stalf who are underperforming 4 3 18
CROG6 Health & Safety We fail to prevent physical injury or mental harm 4 4
SR06.01: We fail to prioritise adequately fund or manage risks associated with corporate health and safety 4 4
SR06.02: We fail to prioritise adequately fund or manage risks associated with fire 4 4
SR06.03: We fail to prioritise adequately fund or manage risks associated with aggressive behaviour 4 4
SR06.04: Resource to accommodate organisational audit scrutiny and engage with training & Policy improvements 4 4
CRO7 ient Of i ill and Crisis 4 4
SR07.01: rapid r ilities to provide i incident co-or ion and humanitarian support to affected residents 4 4 NEW
SR07.02: Failure of emergency planning for specific major hazard risks in the borough, such as flooding, major fires, industrial accident 4 4 NEW
SR07.03: Failure of Major Incident Plan 4 3 18 NEW
SRO7.04: Lack of generic resilience arrangements for all services responsible for delivering business critical activities 4 4 NEW
SR07.05: Inadequate continuity planning for specific risks 4 3 18 NEW
CROS ICT incident resulting in significant data and/or service 5 4
SR08.01: A cyber attack causes significant data or service loss 5 r
SR08.02: A business continuity issue causes significant service loss 4 3 18
SR08.03: An incident caused by hardware or software failure causes significant service loss 4 3 18 h
CRO9 Failure to achieve financial sustainability and a balanced MTFS 5 4
SR09.01: Failure to deliver audited financial reports (SOA) to identify any additional financial liabilities to the council which will impact on financial sustainability 4 4 W
SR09.02: Failure to achieve a balanced budget and Medium Term Financial Strategy (MTFS) 5 4 W
SR09.03: Inadequate cashflow to r in balance of liquidity to fund d e 4 2 n
SR09.04: Government funding formula/distribution does not reflect the needs of the Slough community and demographic a 5 ¥
SR09.05: Failure to recruit and retain a resilient and skilled workforce within finance 3 a 17 ¥
SR09.06: Failure to deliver the FIP which include internal controls an effective finance system both through tech and business processes 3 3 13
SR03.07: Fail deliver value for mor processes - NEwW SUB-RISK 3 5 - NEW
CR10 Failure of General Fund Asset Disposal Programme 4 3 18 hH
SR10.01: Property disposals not hitting financial targets and sitting outside of lower volatility levels 4 3 18 L
SR10.02: Pace of disposals is behind programme deliverable dates 4 3 18
SR10.03: Attraction and Retention of quality people 4 3 18
SR10.04: External property market volatility 4 3 18




CR11

Failure to become a Best Value Council

SR11.01: Fail to improve and transform services that impacts adversely on residents and on budgets

SR11.02: Fail to operate as a Best Value Council

SR11.03: Unable to deliver new operating model and medium-term financial strategy

CR12

Failure to deliver Market Sustainability across Council

SR12.01: Insufficient access to regulated services

SR12.02: Cost of care outstripping budget

SR12.03: Prov

&
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SR12.04: Recruitment and retention of external workforce

CR13

We fail to comply with GDPR data protection obligations

wls|la|lw|lw|a|w]la|lu|lvw|lv]|a
wlw|lw|s|lw|s|lw|la]s|w|s]|a
©

SR13.01: Privacy breach of personal data

SR13.02: Unlawful retention and processing of personal data

2.3
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2.5

2.6

As the Councils maturity in respect of risk management improves this will ensure that we
will be in a better position to respond to complex and multi-factorial risks that reflect the
cross departmental and multi-agency working needed and the key role that the Council
needs to play.

The Councils risk exposure has not changed this quarter and although elevated, all risks
are reported as being in a stable position other than CR04 (Failure to Provide Safe
Temporary Accommodation within Budget).

It should be noted that in this quarter, two risks reached their target score, CRO1
(Safeguarding Children and Young People) and CR10 (Failure of General Fund Asset
Disposal Programme).

As previously stated, the Councils risk exposure has remained stable with the following
risks rated as red:

e CRO2 (Failure to meet demands on Adult Social Care) - the rating is red with all
sub-risks currently stable. The key risks driving this rating are service delivery and
savings targets. It has been reported that savings targets have been met for this
financial year, but once the new financial year starts, this will possibly have a
deteriorating effect on the risk

e CRO3 (Failure of SEND) — the overall rating is red and has been stable this quarter.
The Council has entered into a Safety Valve Agreement (SVA). Therefore, as well
as impacting on the overall Council budget position, a significantly higher level of
SEND spending could threaten the additional funding being offered by the DfE if the
SVA targets are not achieved. The current financial challenges need to be well
managed to manage the risk.

e CRO4 (Temporary Accommodation) — the risk remains red however it is in a
deteriorating position which has resulted in an increase in the risk score. Two sub-
risks are driving the overall score, which are related to cost effective and fit for
purpose accommodation and budgetary constraints. An improvement plan is
currently being developed to address the identified risks.

e CROS5 (Failure to Attract Retain & Engage with Our People) — the overall risk is red.
As in previous quarters the biggest exposure is the ability to attract and retain a
diverse and inclusive workforce, which is driving the overall rating of the risk.




e CRO06 (Health and Safety) - the overall rating remains red. the combination of
escalating, aggressive behaviour to front facing staff, aged and inadequate Risk
Assessments (and subsequent controls) & Policies, COP’s & Procedures not
revised to modern, practical standards. Due to proactive management the risk has
become stable and is no longer viewed as deteriorating.

o CRO7 (Insufficient Operational Resilience and Crisis Management) — the overall risk
remains red, as we do not have robust plans to address, prepare for, and respond
to disruptive events and civil emergencies.

e CRO8 (ICT incident, resulting in significant data or service loss) - the overall rating
remains red with all sub-risks are currently stable or improving. The key risk driving
the overall score is the potential loss of data or service disruption.

o CRO09 (Financial Sustainability) — the risk remains red, with one sub-risk showing a
deteriorating trend, however, not enough to cause a score change. As in Q2, the
sub-risk for the failure to achieve a balanced budget and Medium-Term Financial
Strategy (MTFS) is driving the overall score of the risk.

e CR11 (Best Value Council) — the overall risk remains red driven by sub-risks
relating to the improvement and recovery actions specified in the Directions and
required in the Best Value Intervention Guidance. All sub-risks are reported as
being stable.

e CR12: (Market Sustainability across Council) — The overall risk remains red,
however there is an overall improvement in the management of the risk. As in Q2,
the sub-risk driving the overall score is the cost of care outstripping budget.

2.7  Two corporate risks have improved in this quarter:

e CRO1: (Safeguarding Children and Young People — Child Death) — The overall
rating has decreased from red to amber due to active demand management and
improved practice has reduced costs reflecting greater confidence that there will
be sufficient financial resources.

e CR10: (Failure of General Fund Asset Disposal Programme) — The overall risk
rating has decreased from red to amber due to overall financial returns from
disposals benefitting from better sales proceeds within the programme.

2.8 There has been one deteriorating risk reported this quarter.

o CRO4 (Failure to Provide Safe Temporary Accommodation within Budget): The
overall rating has remained red, however the risk score has moved from 24 to 25.
This has been driven by the increasing number of people requiring temporary
accommodation which has resulted in increased spending above budget.

2.9 A summary of the corporate risk profile is shown within Appendix A.

2.10 The corporate risk dashboard summary sheets are shown within Appendix B.



2.1

The Q3 current and target risk scores are summarised below Please note:

e Important to understand that target scores are based initially on a 12-month
deliverable timeline (October 2025).
e This will be updated in Q4 FY24/25

Figure 2 — Corporate Risk Current & Target scores (Q3 FY24/25)
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(Target risk scores based on a 12-month timeline — October 2025)

CRref. CORPORATE RISK CURRENT TARGET St:o!'e movement
SCORE SCORE in quarter

CRO1 Safeguarding Children and Young People — Child Death 18 18 *
CRO2 Failure to meet demands on Adult Social Care 18
CRO3 Failure of Special Educational Needs and Disability (SEND) 18
CRO4 Failure to Provide Safe Temporary Accommodation within Budget *
CRO5 Failure to Attract Retain & Engage with Our People 18
CRO6 Health & Safety We fail to prevent physical injury or mental harm 18
CRO7 Insufficient Operational Resilience and Crisis Management 17
CRO8 ICT incident resulting in significant data and/or service 19
CRO9 Failure to achieve financial sustainability and a balanced MTFS
CR10 Failure of General Fund Asset Disposal Programme 18 18 *
CR11 Failure to become a Best Value Council
CR12 Failure to deliver Market Sustainability across Council 18
CR13 We fail to comply with GDPR data protection obligations 18 14

The Interim Risk Manager continues to work with senior officers to promote effective risk
management and to review corporate and directorate risks. He is also reviewing and
updating the current Risk Strategy which will now include a Risk Management Policy,
Risk Management Framework and Risk Management Guidance section. The revised
document will be presented to the Risk Management Board and CLT in May 2025, with a
view to presenting to this to the Committee at the Q1 2025/26 meeting for
recommendation to Cabinet for approval.

Members have differing roles and responsibilities in relation to risk. Cabinet members
have responsibility to consider risk in relation to individual decisions and overall strategy.
Scrutiny members have responsibility to consider risk when holding Cabinet and other
parts of the Council to account on individual projects and functions. All elected members
have a responsibility for ownership of risk by identifying, mitigating and regularly
reviewing risk. This committee has a specific responsibility to provide independent
assurance to the Council of the adequacy of the risk management framework and the
internal control environment.



3. Implications of the Recommendation

3.1
3.1.1

3.2
3.2.1

3.2.2

3.2.3

Financial implications

This is a noting report updating Members on progress to date in improving risk
management processes across the Council. There are no direct financial implications
associated with the Quarter 3 Risk Update. However, the failure to identify and mitigate
risks could result in events materialising that result in financial loss. Further, in the
absence of a robust risk management methodology, excessive mitigation of perceived
risks could result in unnecessary expenditure.

Legal implications

The Council has a best value duty under the Local Government Act 1999. This is the
duty the Council has been found to have failed to meet, and this has resulted in the
Council being under statutory direction of the Ministry of Housing, Communities and
Local Government (MHCLG) and having appointed commissioners under a formal
direction. A new statutory direction was issued in November 2024 and contains specific
actions which are linked to management of risk. This includes preparation and
implementation of an improvement and recovery plan, which includes as a minimum a
review of the Authority’s progress to risk maturity and how well its functions and
processes enable risk-aware decisions that support the achievement of strategic
objectives. In addition, there is an action to undertake in the exercise of any of its
functions any action that the Commissioners may reasonably require to avoid so far as
practicable incidents of poor governance or financial mismanagement that would, in the
reasonable opinion of the Commissioners, give rise to the risk of further failures by the
Authority to comply with the best value duty. Effective risk management is a critical part
of good governance. The committee has a separate report on its agenda updating on
the action plan in the Council’s Annual Governance Statement for 2023/24. This requires
the Council to update its risk management strategy and framework to ensure compliance
with HM Government Orange Book and implement training programme to embed risk
management. Progress is marked as substantially complete in the end of year progress
update.

The Council’s external auditors issued a statutory recommendation in July 2021 which
required reporting on a root and branch review of progress to Full Council and this
included reporting on risk management. The auditors’ interim value for money report was
previously presented to committee and the auditors have deemed that this
recommendation has not been met. Since then the Council has agreed to report at least
6 monthly on updates against its improvement and recovery plan and the committee will
also be producing an annual report following a self-assessment and this will be reported
to Full Council.

MHCLG has issued guidance on the best value standards and intervention. This
confirms the importance of effective risk management. It sets out characteristics of well
and poorly performing authorities. Characteristics of a well performing authority include
use of performance indicators, data and benchmarking to manage risk, innovation being
encouraged and supported within the context of a mature approach to risk management,
robust systems being in place and owned by members for identifying, reporting,
mitigating and regularly reviewing risk, risk awareness and management informing every
decision and robust systems being in place to identify, report, address and regularly
review risk. Indicators of potential failure include risk management not being effective,
owned corporately and/or embedded throughout the organisation, lack of meaningful risk
registers at a corporate level, risks not being owned by senior leaders, risk registers



3.3
3.3.1

3.4
3.4.1

3.5
3.5.1

downplaying some risks and lacking action to mitigate risk, risks being covered up to
protect reputations, excessively risky borrowing and investment practices with
inadequate risk management strategy in place, failure to manage risks associated with
companies, joint ventures and arms-length bodies, high dependency on high-risk
commercial income to balance budgets and unusual or novel solutions being pursued
which lack rigour or adequate risk appraisal.

Risk Management implications

Enhancing the Council’s risk management arrangements via a combination of the
introduction of appropriate tools, processes and oversight will help to ensure the pro-
active management of risks, and to embed risk management into “business as usual’
processes.

Environmental implications

There are no specific environmental implications associated with the Risk Update.
However, effective risk management will help the Council consider the impact of its
decisions on its environment and the impact of environmental risks at a local, national,
and international level on its functions.

Equality implications
There are no equality implications associated with the Risk Update. However effective

risk management will help ensure the Council complies with its equality duties and
considers and meets the needs of its diverse communities.

4. Background Papers

41

None.



Appendix ‘A’ - Corporate Risk Profile

The overall principal risk profile has not changed materially in period, however, there has been
some positive movement of two of the corporate risks and the overall risk environment is being
better managed which is resulting in a more stable outlook.

Further details are provided in the risk dashboards, which includes current scoring and/or

outlook, current controls and treatment plans.

Figure 1 — Corporate Risk heat map (Q2 FY24)

Corporate risks that have a maroon background have reached their Target Score
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People — Child Death

CRO0S8: ICT incident resulting in significant
data and/or service

CRO2: Failure to meet demands on Adult
Social Care

CRO9: Failure to achieve financial
sustainability and a balanced MTFS

CRO3: Failure of Special Educational Needs
and Disability (SEND)

CR10: Failure of General Fund Asset Disposal
Programme

CRO4: Failure to Provide Safe Temporary
Accommodation within Budget

CR11: Failure to become a Best Value
Council

CRO5: Failure to Attract Retain & Engage
with Our People

CR12: Failure to deliver Market
Sustainability across Council

CRO6: Health & Safety We fail to prevent
physical injury or mental harm

CR13: We fail to comply with GDPR data
protection obligations

CRO7: Insufficient Operational Resilience and
Crisis Management




Appendix ‘B’ — Q3 2024-25 Corporate Risk Dashboards (summary sheets)

Risk owner: Sue Butcher

CRO01 | Safeguarding Children and Young Peop&hild Death

Current Risk Score 4 Impact 3 Likelihood 18

Corporate risk overview Risk appetite statement Averse/Balancey

Target Risk Score 3 Impact 3 Likelihood 18

Risk score has moved to 18 (RAG Amber) reflecting greater confidence that there will be sufficient financial resources (Risl01) The risk SCF risk appetite is supported by robust evidence informed service planning.

and a change in likelihood of insufficient resources from ‘Probable’ to ‘Possible’. SCF in 2024/5 has delivered a balancediget
and been able to return some of the Core Contract payment to the Council reflecting positive balances. A budget has been
prepared for 2025/6 that should meet service needs. There are potential external pressures that could occur, however regular
monitoring, robust contract management and the iryear budget contract mechanism with the Council mean that the risk is no
longer considered ‘Probable’.

There isan increased number of experienced staff as SCF, a healthy number of applications for vacancies, improving induction and
performance management. More transparent, challenging performance management has resulted in some staff leavingrhich
should result in improved services over time.

If children and young people are not adequately safeguarded there is the risk of a child death or a significant impairmerd thild's
physical, mental or emotional health. This exposes the authority to additional scrutiny from regulators which can resulhigative
judgement, reputational risk both nationally and locally and a loss of trust. In additional such tragic events can increasfemrals
from communities and partner agencies who can become risk adverse.

The safety of children is paramount to the organisation however it is not possible to prevent
child deaths or serious harm from taking place.

Children’s Social Care is subject to a Statutory Direction from the Department of Education overseen by a DfE Commissiener

. . risks rel his principal risk
Risk profile Sub risks related to this principal ris (§)
Subrisk  change
Ref  Status Risk title in period Management Review/ Explanation of movement
owner
) / outlook
5 |Very High
) SCF is currently managing within its means however there afenancial
SCF Director .
. ) . ) challenges over the next 12 months. Active demand management and
4| wigh 01.01 . Insufficient financial resources of Finance/ ) d tice h duced ts h t | ori
ReSOUCes improved practice has reduced costs, however external price pressures
could be higher than budgeted for 25/6.
Z| 3 | Moderate SCEF is attracting a reasonable level of applicants for most positions.
E 01.02 . Attraction and retention of qualified workforce Head of HR 3 Turnover has increased although largely for appropriate reasonsA number

of vacancies are being held reflecting changing demand.

2| L

o Caseloads are monitored on a weekly basis and reported to the
. . Director of Improvement Board chaired by the DfE Commissioner. They are currently

1 | Very low Ol . High Caseloads for frontline staff Operations 3 largely within range reflecting a reduction in demand and a more stable

workforce. Until recently they were much higher.
Rare | Unlikely | Possible | Probable | [ o8 Training and developments delivered consistently. A workforce
1 2 3 4 5 Director of development strategy would support a more strategic approach. A social
Likelihood 0104 @ | Underperformance of staff Operations 3 care academy will be launched. Performance dashboards are allowing more
Refer to slide 7 for risk assessment score transparent, challenging conversations which has led to some staff leaving.
instructions SCEF is reliant on manual intervention to produce quality reporting. It has
01.05 . ?ﬁctfigf and Data that do not support good TBA 3 ambition to create further performance dashboards that cannot currently be

met




CRO1 | Safeguarding Children and Young People — Child Death Sue Butcher Chief Exec SCF

Key Risk Indicators (KRIs) TESIT

KRl explanation TaleranceThreshoid Prenvious qir. status Curnent gbr. stabus

KRT Cuarterty and year end financial forecasts: expected variation from budget £0 £0 £ :
KRI 2 Mumber of vacancies oE% 11% 1% -
Caseload monitoring:
Targeted Early Help 26 26 ? ki 25
Assessment Service 19,8 1E.4 Decrease ¥ 10.4 164
safeguarding and Family Support 15.8 14.1 ? 15.8 14.1
KRI 3 Lookad after and Support 14.2 13.2 ? 1832 153 -
P&27.2 265 ? 27.2 258
Conference Chairs 40,5 41.1 Increass ? 40.5 411
1RO 45.2 554 ¥ 46.2 504
KRI 4 Mumber of staff on parformancs management ? ? ? 3
Cuarterty reporting of numiber of out of time:
Visits ? ? H
KRI S - Supenision ? ? ? -
+ Plans ? ? ¥

Current quantitative data relating to KRI 4 & KRI Sunavailable and/or
unreliable.

KRI's will be established for the 04 submission.




Sub risk

=

= Controls and or’ management activities properly
= anagement |s corddent thet the confrols are efleciive and rellzble

diesigned ard oparsting &s Infenced

= Controts end or! management acihilles propearty designed and operating with opportunities for Improvernents Identifled

= Controts sre only partlally efleciive, requine ongoing menforing and may require redesigning, Improving or supplementing
= Wy controls end o’ menagament acirlies in plece, with signincant opporbunifies for Improsement Idenbniad

= Limied contrals and o’ management acthities in place

= Controts do nok mest en acoeplabiie standard, &s many wesknessesineMdenckes axist
= Controts end or! manegement aciivilles are non-existent or have major deficlencles and dont operste s Inlended

Control Tille

Conitrol Description

Expenditure Control Panel. Monitoring by Company Board and

Control cwrer

Conitrol Effectiveness

e —r—

Controls - Identify current operating controls that are managing the sub risks

Comments

Cumently operating within expectations.

‘Workforce Development strategy needed.
Some managers need to use Talos more efficienty.

Cumrantly operating within expactations.

Academy needs to b= embedded.

SR"  Financial Management | SEC. Strtegic Commissioning Group. Delsgated cecsion ELT"H o Finance
makirg.
Use of Talos system, manthly reporting to Senior
Recruitment and Leadership Teamn, Staff Surveys, Ext Interviews
SR2 N i ’ Head of HR and OD
Retenticn Shadow Board [staff feedback to improvement
beard). Benchmiarking
Regular reports to senicr managers, menitoring of Director of
SR3 Workloads casework progress, reporting to Company Board and Cperatians
Improvement Board
) Feedback from staff, 121s, Appraisals, Guality
SR4 - Underperforming staff |Assrance Framework. Head o HR and 0O
SR3 Owersight by DFE Commissionar SCF Chief Executive

Systems and data

Further development of PowerBi dashboards; further data
cleansing of HR systems; further audits of caseload data




CR01 | Safeguarding Children and Young People — Child Death

Treatment/mitigation plans (funded actions that will manage/reduce the risk level)

Action plan
cinfus

Sue Butcher Chief Executive SCF

Status update

tiul:-_n:—.b:. Action title Action details Action owner H_- Eln_
raf due date
01 .04 Workforce Development Sirategy- Dizvelop Warkdores Development Strategy Head of HR and OO March 2025
2 01.04 Social Care Academy Embed and monitor results Head of HR and oD barch 2025
. . . ' Head of Service,
3 |00 PowerBi dashboards Ariculate ”m'g “T;D";t: delver additional PowerBl | o acsuranceand | October 2025
performance das ] improve
4 01.05 Reviews of HR data systems Cmgoing data clkeansing of HR, systemns Head of HR and oD barch 2026
. ’ Head of Service,
5 01.05 Auds of data held on children and young Cmgoing programme of audits of cassdosd data Quality Assurance and barch 2026
pecpe Performance

Target Risk Score — 18 by end of date 10/2025

Information is available but there isn't an overall
strategic plan. Timescale to be decided at Senior
Leadership Team Meeting. Meeds pace

On track

Some dashboards have been rofied out to good effect,
others ane desired but cannot be provided due toIT
capacity issues. MNeed to define desired programme
for dashboerds and potential workarounds

A project to improve reporting of staff protected
charactenistics has recently completed. Much
reparting is manual and there is B structured
programme fior quality checking {largely manual)

There is an ongoing programime cutcomes from which
are reviwed by senior staff and inform practce
improvements.




m Failure to meet demands on Adult Social Care Risk owner: David Coleman-Groom

Corporate risk overview Current Risk Score & impact & Likelihood Risk appetite statement (Averse/Balanced/Seeking)

Target Risk score 4 Impact 3 Likelihood

Hationally demands on &dult Sockal Care continue to rise and are putting pressune on local authorities. IF the adult sodal care transformation programme required within Adult social serices, while being aware of constraints arownd financial. Throush
does mat delteer sustainable changes ina timely snd effectios way there will be a nagatioe impact on quality of serdice for residents, savings will nes ba practics and resource panels, controls are in place to ensure the right levels of care at the right
achieved, demand will continue to grow and a batanced budget will not be deliversd. time. '

Discharge to Assess Tesm proactive in rightsizing provigsions of cans following bospital dischange, as well as identifying suitabde peaple for Reablement to
proveide intervantions which pramote independance and sliminate the need for an-gaing suppart.

Wie have 3 balanced risk appetite as we look at ways to provide the necessary bevel of services

Staffing has remained the same which means that any increased demand will result in an impact to serdces. A strengths-based and evidenoe-based
appraach underping all frontline practice, so that people are directed to community-based services whenever passible.
During 2005 the dirsctorate & explaring the art of the passible with the wse of Artificial Intelligence to reduces duplication of data processing and free up

professional capacity.

Risk profile @ @® ®  Subrisks related to this principal risk T O

Sub-risk cwner
@  inability to mest savings Diavid m::?;nadT Groom
Inability to deliver statutory duties
. Eiven increase in demand and Hona sarulakis (HOS)
complexity of incoming work in Andrea Rodin
operational services
Fam Unikaly Foambie Frcbabie e
i 3 3 r 3 . . Jane Senior
T 0203 . attraction & retention of talent Diavid Coleman-Eraam
Refer to slide 7 for risk assessment score
instructions i wickey Tutty [HOE)
0204 @ | Loss of heslth funding Andrea Rodin (HOS]

Management Review’ Explanation of movement

22" January &l savings reviewed and RAG rating status reviewsd. Monthly
FEVIEWS ONEINg.

Business case was approved by HR ECP — improve skill set of hospital team.

hizasures to ensure the right use of eguipment and egquipment related
expenditure are controlled.

Lowy staffing lewels as well as the balance of gualified/ungualified staff
remains & challenge to defivering all operational senvices within ASCin time

and mesting regulatory reguirements

Focus on growing our own and improved use of Matrix,
Mow beginning work with HR to support permanent recruitment

. Better Care Fund{BCF) review of expenditure of 24/25 and workshop in

place to confirm approach to 25/26

Health funding — review of approach and policy for Continuing Health
Care{CHC). Berkshire LA"s concerned about the shift in Health funding, full
review being commissioned by ICE

Section 117 Aftercare | Health funding)



Failure to meet demands on Adult Social Care Risk owner: David Coleman-Groom

Key Risk Indicators (KRls)

KR explanation

TolerancaThreshald

OO

Total customear complaints

(T kdant¥y @ KRL T} inak for wha (& ateacy measured Teganaing His wek soch #5 2 KFT and adapt i - sea
ivarancahreEhal cakume on tha aght, ar 2} 0 hane (50T a mRason i sasdy agapd iak & tha sk Kapimor causes
and what e rggers . Trggers that can ha moasurad maka pasd KRS a5 thay sana as aavdy waming snais of
risk]

Tangst 309 recuiclion per avium

{Provide @ ange, ifa redvant KP) casts wouw
Can agent X fo croata a KAT By fwarng tha
KFTs threshald by 5-10%, a.g. KFTangat =
30,000 - Ji% = KRN folerance of Z7000)

Previous gir. status

Current gtr. status

KRI 1 - Increase in
Damand

Cernand from meny clients continues to rise and less people are connected to community and

voluntary, seeing an increase in the number of refarrals in to full care act assessments
(STE00T SALT 1a +Th)

24/25 - 2547

KRI 2 — recrutment of
staff

KRI 3 - Stanilse ASC
leadership team

Increase the number of permanent staff appointed to lead. implement and deliver the savings
and manage demand

MNew extended leadership stnucture in place, Three of the 5 Heads of Sanice are permanent.
A G Head of Bervice post is being held

Target to be set now refresh
establish is agreed

20%

KRl 4 — Prascription of
Care

Ersure the level of care s proportionate to the needs, compared to other SE LAs

QT 2324 - 5000 G2 2324 - 4500 L
2324-2568 Metrics baing
2223 -3138 developad
Metrics being
dievelopad
1 B0 Q2 40% n
Metrics being
developad




eto

ands on Adult Social Care

Controls - ldentify current operating controls that are managing the sub risks

Sub risk

Descriplion
= Controls and o’ management activities property designed and oparsting s infended
= hanagement |s corddent thet Bhe confrols are efleciive and rellzble

= Controts end or! manegement acihilles proparty designed and operating with opporturities for Improvernents Identifled

= Controts sre only partlally efleciive, requine ongoing menforing and may require redesigning, Improving or supplementing
= ey controls end o' mamagement scibilies in plece. with signiicant opporbuniiies: for Improvement Identiflied

= Limied controls and o’ management activities in place

= Controts do nok mest en acoeplatie standard, es many wesknessesineMdenckes axist
= Controts nd or! manegement aciiviles are non-existent or have major deficlencles end dont operste &= Inlended

Risk owner: David Coleman-Groom

Comments

ref Contral Title Contral Description Control cwmer Control Effectiveness
. DLT reviewed and thematical cycle in place, focus on finance, David Coleman-
1 SRDZ.O01 | Strong Gowernance policies performance and risk Groam
z SROZ.O1 | Cost Savings Identified Senior Responsible Owner(3RO) for each saving mv'iﬂ?ﬂmaﬁ
Comprahensive directory of senices that anables residents to find biractar
3 SROZ0Z | One Skough Directory Lampre _E"E""_'IE "EI i semm ;’.‘IE' I_E_5 reside of Commissioning
infarmation themselves to support their daily living {1ane Senior)
=pOz.O02 Director
4 Community Connactors Additional resgurce to connact residents to local services: of Commizsioning
{lane Senior)
Head of Service short
- Skilled and trained staff linked at the front door to help adwvise Term Services
5 SROZ.0Z | &5C linked to Front Doar -
people and enzkle them to scosss siternative support [llona Sarulakis)
. Waiting well Management Methodology document in place which | Head of Senvice short
& SROZ.OZ :rusélagememufmmmrg prowides a clear structure for pricritising cases based on identified Term Services
: risks. [lona Sarulakis)

Newdy implemented since 1 October 2024

Leads have been identified for each saving and this is discussed at
OLT regularly

5ee VTS Contracts — One year update Cabinet lanuary 2025 Report
and appendix One.pdf

5ee VTS Contracts — One year update to Cabinet January 2025
Report and Appendix Cne.pdf

Treatrnent plan in place

This methodobogy is mirmored in the Social Work Teams' waiting
well Allocation List.




Failure to meet demands on Adult Social Care

Treatment/mitigation plans (funded actions that will manage/reduce the risk level)

Action tille

Status update

Also, as part of strategies at the Front
Daor, increased use of the ASC Portal is

Head of senvice short
Term Services

. Further work is planned as part of the council target

op

erating modsl.

Link between Occupational Therapy (OT) and
Customer Services (C5] working well

1 SR2.02 A5 finked to Front Door being looked into to provide greater {llona Sarulskis) 120325 RAC status =  Review ?f_l'&ide;jtlsjwnﬂf.mmnmd.
resident and staff awareness and improved Use of digital options for residents {AskSara) .z
- . facilitate self- assessment, and provision of
functionality. information and advice being explorad with c5's and
PR
In partnership with Digital, Data and Tech
Service review existing tech solutions used Discussion have been held with a couple of suppliers
e . . . R L Dravid Coleman- = .
Digital Blue Print for tech within social care which will improve user Groom 10725 o understand the art of the possible. Further
experience and free up capacity for the mesting arranged 14/2/25
workforce
Ensuring those penple.whn have cnn?cted Head of Long Term _
ASC and may need assistance are not just . N Framework has been developed and currently being
Senice {Andrea consistently implemented across teams
Wasling Wel added to a waiting list and that they remain §-|:1d::|||1T] EHEEEEE!:I of HAES Meed to evaluation the framework and ensure people
“well and safe' whilst waiting for further A TEMM Senices remzin well and szfa
support (llena Sarulakis)
Develop a clear and robust workforce plan ) Extend the existing ASC IMprovement Fian to indude
Warkforce Development that supports the ASC strategy, staff survey Da”'dﬁf'; = 314325 workforce and culture. This will be menitored in OLT

and the Social Work Health Check

Target Risk Score — 18 by end of date 10/2025

and will be supported by the HR Business Partner



Failure of Special Educational Needs and Disability (SEND)

. . current Risk Score 4 Impact 4 Likelihood
Corporate risk overview )

Target Risk Score 4 Impact 3 Likelihood

Slaugh has a statutory duty, under the SEND Code of Practice, to provide educational resources to gl children and young people with SEND
living in Slough. SEMD is subject to a Statutory Direction from the Department of Education oversesn by a DFE Commissioner. If SEMD services
are not effective, then the exit from intervention will continue which impacts negatively on the Council as a whole.

currenty all Las are s2eing an increassd demand for Education Health and care Plans and greater lewel of SEND complexity in our schools.
Failure to provide an effective service would mean that children and young people do not receive the right support early enoush. As a result,
their educational cutcomes & well as their life opportunities may be limited.

The Coundl has entered into a Safety valve Agreement (SvVA). Therefore, as well as impacting on the overall Council budzet pasition, a
significantly higher level of SEMD spending could threaten the additional funding being offered by the DFE if the 5VaA targets are not achieved.
The current financial challenges need to be well managed to mitigate risk.

There is 3 reputational risk of 3 poor local area inspection. Slough, as with all local suthorities are currently sesing a significant level of appeals
to the Tribunal Sendce. Tribunals, alongside internal complaints and LGSCo adverse judgements present another risk.

Update lon25 — the service hos seen a sharp decline in the number of complgints and the level of positive feedback. There are still concerns
raised by settings and families, but this is ot o signiffoontly lower level. improvements in the quofity of the service ond, in particufar, better
communication are the key factors behind this improvement. However further improvement is needed to change the risk score.

Risk owner: Sue Butcher Signed-off by - Y /N

Risk appetite staterment (BALANCED)

5EBC currently has & balanced range of risk acceptance, aiming to reduce exposure where possible,
00epting 3 moderate degree of risk where the risk/rewsard ratio is desmed reasonable. Innovation is
applied to improve service delivery where this is reasonable.

Although underperformance of children and young people with SEND is not something that we wish

to accept and which we strive to minimizs as much as possible, the current national picture for SEND
mieans that no L& can completely remove the risks and the SEND Code of Practice limits our possible
responses.

There is @ s2parate Risk Register for SEND that breaks down the overall risk into specific areas. This
indludes the actions to mitigate the risk 35 much as possible.

The performance of children and young people with SEND is overseen by a SEND Improvement
Board that includes partners from health, social care, education settings and families. This Board is
supported by an Operational Group. The Board oversees the transformation journey that is
addressing the areas of risk for SEMD.

SEMD performance is overszen by the DFE through the Writhen Statement of Action monitaring
process induding oversight by 3 SEMD adviser and 3 SEND commissioner.

Risk profile Sub risks related to this principal nisk (T ESET)
5 [ ran Managament Reviews’ Explanation of movement
1 '*- Failure to provide appropriate support to children although the demand for SEMD swpport is increasing in line with the
) . and young people with SEND with and without an Meil national picture, the statutony SEMD team is improving and is managing
E 5 " EHC plan earlier enough that will impact on their Hioskinson this risk z2 this is judged as 3 POSSIBLE risk. Mevertheless, given the
5 life opportunities. pressure all Las are fading this has to be seen as @ HIGH risk.
. . . S A new SEMND Finance transformation team is owerseeing the financial plan
: . ;:ﬂnanna! r?slcbcrthe Tllmnl and the mhhw;fm Neil and the safety Valve Agreement and we are currently on track to achieve
nﬁsnlz-te‘iet':lhnsdget deﬁc”'r;'l'e Agree paymen Hoskinson n targets. The latest monitering report has been accepted by the DfE and 3
1 i fiollow up meeting arranged to discuss additional support for the LA,
= Risk to the Coundil through complaings received The new mitigations to address complaints and tribwnals has besn highly
Fam | Getkey | Pewmsle | FeaS ) s through the Council's cwn process, LESCO Mil effective and has nearly deared the backlog. At the same time thers has
! : 3 — ol 2 .- complaints and tribuwnals. These are all a5 a result Haskinson n b=en a significant reduction in the level of new complaints. Neverthelass,
e of poor practice historically but the risk is current judgements from the LESC0 are likely to be negative given the poar
) ) and HIGH. practice historically that they are now reviewing.
Refer to slide 8 for risk assessment score i T ————— 1 03 2025 due ta the likelihood of
. . P L . is additionzl risk has been addad in ug ikelihood of &
instructions . The SEW&E lfd:ntmﬁps |r: ot I:h'ch . el NEW Local area Inspection. Work is being carried out to prepare the evidence
Preparawan rara res Inspechion which = Hoskinson bank and make sure arrangement are in place. Once the iImprovement

likely to happen imminenthy.

Board are happy with the evidence bank this risk will be removed.



Failure of Special Educational Needs and Disability (SEND) Risk owner: Sue Butcher

L ]

Key Risk Indicators (KRIs)

KRI explanation TolerancaThreshold Prenious gir. stabus Current gfr. status
safety vahwe Agreement conditions — measured via a quarterly monitoring report to . . . .
KRl 1 the DFE. This includes RAG ratings for all conditions. All R4E ratings to be GREEM 3 Amber RAG Rotings s1ill 3 amber RAG Ratings
35 EHC plans completed a month Jeted
KRl Z EHC plan completion rates, and timeliness within the 20-week statutory timescale. with 80% completed within 25 plans pm ¢ under 15% timelinzss d=nuEry 57 PIE::;E time but anly 155 ﬂ
statutory timescales. :
. - . significant reduction in the number of
KRl 3 Responding to complaints within timescale and reducing the number of complaints Numier of compigints per quarter Consistent level D‘ftnbunalsand complzints received and all complaints ﬂ
reduces complzints P
now in time.
- '.'.'ntF-Eﬂ .Smtementnfmmn manitoring reparts identifizs good progress in quarterhy all actl-:m_.s mmplelie on time and & actions RED ratad 2 Action RED rated
Monitoring reports. evidence of impact.
- - All tribunals prepared for and Tracker in place and all ribunals
KRS redness for tribunals — tracker shows all tribunals due and the preferrad tracker up to date. 50% of tribunals Mot included in Q2 recorded. Mot able to assess preferred ﬁ
me. hawe preferred outcome. outcome urtil tribunals have taken place.
[ Local Area Inspection Preparation — Evidence base (induding Annex &) ready for Inspection plan shows all evidence Notincluded in a2 still some data gaps and evidence not yet

uploaded on first day of the inspection. collated and up to date. fully collated into the evidence bank

Jam 25 KR 3 (Complainiz) changed fio improving due to the significant reduction in complaintz
KR3 iz now puraly compisintz and tibunals added 5= 8 new rizk [HRS)
New n=k also added (KRE] regarding preparedness for the Local Area Inspechion



CRO3

Controls - |[dentify current operating controls that are managing the sub risks

Control

Ref

Suly risk
ref

Description
= Confrols and o’ managemenk achivifles propenly deskigned and oparsfing es intended
= nanagement Is corddent thet the controls are eflective and rellsbie

= Controts &nd o' menegement ackivities propery designed and opereting with opportunities for Improvernents Identined

= Controts sre only parilaly efliective, require cngoing menitoring and may require redesigning, Improdng or suppiementing
= Wey conbrols end o menagement actiilles In place. with significant opporbunities tor Improsement Idenbifiad

= Limied controls end or’ manegement aciivilles in plece

= Conlrots do nof mest en acoeplatie standard, &s many wesknessesineMcenckss. axist
= Controts end o' menegement activilies are non-axistent or have malor deficlencles end dont oparste &s Interded

Control Tille

Control Description

Confrol owner

ailure of Special Educational Needs and Disability (SEND) Risk owner: Sue Butcher

Comments

The action plan and data dashboard are reviewed at every
Improvement Board Meeting and inform the OfE WSof monitoring
visits. Surveys and deep dives gather evidence.

The SEND SEF has been updated against the inspection framework,

the VW5oA evidence of progress and other information. it will be
revigwed by the OfE adviser and may need further work.

Panel members include partners from health and social care as well
as education. The panel is regularly joined by finance officers, the
Director of Education and the DfE adviser to guality assure.

For the last few months. an interim EP team has been in placa. The
quality of reports, a5 measured by ouwr guslity assurance process, has
improved significantly. Where necessary, EPs are changed.

This is judged a& "Needs Improvement” bacause, although the
current processes and recent progrese is good, the historical
financial position was not accurate and will need to be re-profiled.
This is judged as "Needs Improvement” bacause, although the
current procesees and recent progrese is good, the historical
financial position was not accurate and will need to be re-profiled.

SEMD Improvement Board . . Mail Hoskinson
1 SRO3.01 | action plan and data ;arg;ﬁ;ra EffEdI‘l"E' and are overseen by DFE advisers and Di - of
dashboard, = EOMINSEanE. Education
) Con#rols are effective and the SEF is regularly reviewed by the Gary Mooon
z | sRoaoi EE"D E“"kE“E"“E“'”" SEMD Improvement Board that includes DFE advisers and the Local Area
ramewor SEMD Commissioner. Inspection LANO
Panel advises the Mominated Officer regarding placement and Gary Mixan
3 SRO3.01 SEMD Penel Processes other funding decisions. The process has been quality assured Pri v s
by the DE adviser and external partners. rincipal
: All funding and placement decisions are informed by impartial .
Educational P | P Gary M
4 SRO3.M ucational Peychalogy[EF] essessments of need based on evidence provided by the Pni:cyipajmzl;
education setting and the family.
A SEMD Transformation Team has been established to overses Mail Hoskingon
a3 SRO3.02 ;Igh N“ﬁ Block [HNE] the HMB recovery programme using the DFE template and Director of
ecovery Flan owerseen by the Finance Board and the Commissionar. Education
Thie SVA has a number of agreed conditions that have the Mail Hoskinson
6 | SROZ.02 E“f:" VE"‘.’L‘?‘;’E'EF"“; owerall sim of balancing the HME budget by the end of 2025126, Director of
[SWA] manitoring repa Progress is reported gquarterly to the DFE SVA team. Education
. A recantly implemented complaints tracker identifies agreed Paul Crulley
T SRO3.03 tEiNDE“ :;:'iﬂ and timescales. the lead officer and measures progress. A new Orparational Lead
nibunat racker approsch has been infroduced with key staff identified. far Statutory SEND

Jam 25 — this has changed from “Needs Improvement” due to the
significant reduction in complaints and the effectivenaes of
responding and taking action to concams raised.



Failure of Special Educational Needs and Drsability (SEND) Risk owner: Sue Butcher

Treatment/mitigation plans (funded actions that will manage/reduce the nisk level) SOME MOVE TO CONTROLS

Action tile

Action details

Action ownaer

Action
plan Status update

1 03.m
2 03.m
3 03.m
4 03.02
=] 03.02
5] 03.03

Improved Stefutary Team

Improvements to Inclusion in
all Slough Education Settings

Support for all children and
young paople with SEND but
no EHC plan.

High Needs Block Recovery
Programme

SEMD Sufficiency, Place
Planning and Capital
Programme

Mew Complaints Process

Additional locum EPs and a short-term interventions team will
addrass the backlog of EHC plans and improwve timelinass.
Improved SEMD statutory processes are improving timeliness
for mew cases incleding case mansgement and tracking.

Slough SEMD and Inclusion Strategy to be agreed by all
partners to ensure that the Code of Practice is followed. A
Team Around the School Approach will support inclusion in

schiools supported by Inclusion Champions.

Faollowing the launch of the Graduated Approach Document

There is a HNB Budget Recovery Plan supported by a
programme of monitoring and reporting. Currantly the Council
is on track to achisve the budgst position sat out in the SVA

5 ¥ear SEND Sufficiency Analysis complete

A mew approach has bean agreed with the Monitoring Officer
and the Complaints Team to address this risk. A complaints
and communication frackar is now in place. Power Bi

Target Risk Score — 13 by end of date 10/2025

Neil Hoskinson
Director of
Education

Samantha Caley
Inclusion Lead

Samantha Caley
Inclusion Lead

Zain Rizvi
HMB Finance
Manager

Neil Hoskinson
Director of
Education

Paul Crullay
Operational Lead
for Statutory
SEMND

31032025

Add Milastons

322024

Add Milastone

/0412025

Add Milastone

Jovi12024

Add Milastone

22024

Add Milastone

M/11/2024

Add Milastone

status

GREEN becsause of progress aiready achieved that is
measurable and quality assured exfarnally.

GREEN because of progress aiready achieved in
deweloping & coproduced sirategy. Draft document
ready for sharing with headteachars an 8"
Novemnber 2024,

GREEN because Gradusted Approach Document is
sliready lsunched and availabie on the Local Offer
website. Fufure work will embed prachice.

AMBER because historic insccuracies mean that
there is a need for the recovery programmea and the
SWA conditions to be re-profiled. A meeting has been
arranged with the OFE to maove this on with the
expectation that this will be GREEN in Q4.

AMBER still in Q3 bacause, although work is nearing
compiletion, there are still some gaps to fill. A
programme has been agreed to cleanse and
extrapolate all data and this is expected to move to
GREEM in Q4.

Jan 25 —this has changed to Green due to the
significant reduction in complaints and the
effectivemess of responding and taking action to
Concems raised.




Risk owner: Pat Hayes

Risk appetite statement (Balanced)

Failure to Prowvide Safe Temporary Accommodation within B

Current Risk Score 5 Impact 5 Likelihood

Corporate risk overview
Target Risk 5core 4 Impact 4 Likelihood

The sendce is delivered within a framework of statutory obfigations including the cbligation to
house homeless people and to place people in safe, compliant and affordable homes. As such, we
hawe a balanced risk appetite where we try and use different mechanizms to ensure that we
provide the necessary senvice levels and stay within budget.

In Q3 we have continued reviewing and analysing the current Temporary Accommedation, allocations and Homeless Teams structure.
It is not fit for purpose and a3 radical overhaul of the service is needed to dezl with the data challenges, backlogs, lack of prevention and
poor performance across the services.
= Current risk score has moved from 24 to 25 due to sub-risk 2 (budgst).
The =avings plans put forward after after the project room activity in October 2024 is being monitored closely but is reliant on:
= Capability of managers and front-line staff and difficulty recruiting and retaining workforce. 100% of the Ta team is interim.
= lack of reliable quality data to inform business decisions.
= Recruitment- delays due to difficulty attracting capable candidates | recruitment fresze, exting incapable staff
BAHCLE visited in January 2025, confirming our TA usage per 1,000 remains the highest in England cutside of London.
Challenges SBC face around homelessness given our location, socio economic make up and howsing market in which we operate remain.
The prowision of Ta carries statutory and regulatory requirements to ensure the safety and wellbeing of the occupants . The Council
therefore needs to have in place an approved inspection regime in acoordance with the Housing Health and Safety Regulations which is
currently not resourced.
The new Director has developed an improvernent plan to cover the risks identifisd at corporate and operational level.
= The primary risk is lack of resources that have not grown inline with a doubling of demand.

Risk profile @ ® @ Subrisks related to this principal risk €y 1]

5 [dery High

Management Reviews' Explanation of movement

. = We continue to rely heavily on high-cost units.
= In process of reviewing Private Rented Sector offer.
ﬁ 5 = HE Law have drafted Private Lease Agreement and Private Uiosnce agresments for improved negotiations and
£ Lack of Diractar of possible cost efficiencies .
Sutable Hoxssin = Februany 2025 Cabinet paper secking permission to enter inte long term leases for 25 homes that will offer even
2 Hovailabie {Lisa Ke-atigng'- great value for money, stability and safety to residents
TA ! = 0ut of borough placements policy awaiting EQUA to enable this to be fully implemented.
L = Downsizing, transfier and allocations activity is helping households move on
i There has been a positive change since the last reporting period.
Fam Unikaly Foambila Frcbabs e T 1
3 3 3 4 3 = The number of people in TA has more than doubbed from 650 in 2022 to circa 1,528 in January 2025, {number is
e Budget still being werified).
Pressure = Derector of = The budget has not increased in line with demand. actusl spend in 23,24 was £19.6m. Budget for 24/25 was
Refer to slide 8 for risk assessment score (Cast > Housing £am.

instructions

Income) | {Lisa Keating)

The forecast actual spend at P9 is £19.539m with & year-end forecast of £29m. Budget pressure is . £10m.

There has been a negative change since the last reporting period.



CRO4 | Failure to provide safe Temporary Accommodation within Budget Risk owner: Pat Hayes Signed-off by owner: Y / N
Sub-Risks continued.

Sub risks related to this principal risk €% O

Change in

Status Risk fitla Sub-risk cwner pariod ! Managament Rewview' Explanation of movement

= The team has acted on the Pennington’s complianca health check from July 2024.
= The kght touch review of TA identified a lack of resourca in the TA teams responsible for compliance checks and fire safety management,

Lack of = Mo dedicated resource in the team and actions are ongoing and need significant focus and resource to complete.
Statutory Director of = [Further TA specific health check recommendad.
'. Complance Heousing =  |Lemited number of inspections of B&B and some HMO accommodation have been undertaken
Information {Lisa Kaating) = MNew draft Private Sector Leasing and Private Licence Agreemenits hawe explicit clauses requiring TA providers to provide compliance certficates and to

ensure the home is fit for purpose i.e. free from damp & mould.

There has been no demonsirable mprovernent in Compliance althowugh good progress is being made in developing the solulion.
= Inquarier 3, 1 manager and 4 officers have kit
= |Direcior has been unable to replace al posts in Q3 and the team is currently under resourced.

. Difficulty Diirector of = 100% of TA team is interim — no parmanent membsers of staff

'Emruitiﬂg ) Housing u = 5iill meed to recruit to a permanent Head of Sanvice and reorganise the wider Housing Meeds senace, then recruit permanent staff to establish service

and retaining {Lisa Kaatrg) stakbility.

workiorce
There has been a negative change since the last reporting period. More officers have left, recruitment at SBC salaries remains difficult and the Council has
implemented a recruitment freeze.

Ability 1o = |Lemited capacity to effectively contract manage TA providers increasing the risk of poor accommodation.

effectively Diirectar of = Limited capacity to manage housseholds in accommodation and move them on to permanent affordable accommodation increasing risk to homeless

fanage TA Housing nouseholds
oroperty and {Lisa Keaating) Mo risk acided Jan 25.

neople



CRO4 | Failure to provide safe Temporary Accommodation within Budget Risk owner: Pat Hayes

Key Risk Indicators (KRIs) L1
KR explanation TaoleranceThreshold Previous gir. status Current gir. stetus
o e i I
KRl 1 - Compliance SBC to hold HES compliance information for all TA units Accommodation to ba Existing FLACEL Fant. and lack $
) of evidence
KRl 2 - Staff Permanent recruitment of TA team 10% Existing 5% complete U
KRl 3 - Poiicies Currant policies for TA Acquisition, Housing Allocations, Out of Borough placement 0% Esicting ﬂdp‘j‘:‘ﬂteﬁe:r:;' :;nﬂﬂm“'t'"lg -
. . . 50% complete. More data

B Jigsaw, MEC and Agresso Data align. A shght iolerance allowed as manual process in - B A .
KRl 4 - Data place means a natural time lag’ e Existing “";:f; 'dE'"_hZEdd and -’
KR1 5 - Budget Cost of TA to be matched by income from Housing Benefit and Rent. 5% Existing Q13 24725 B0% complete n




CRO4 Failure to provide safe Temporary Ac

Controls - Identi

ommodation within Budget

current operating controls that are managing the sub risks

= Confrols and o’ managemenk achivifles propenly deskigned and oparsfing es intended
= nanagement Is corddent thet the controls are eflective and rellsbie

= Controts &nd o' menegement ackivities propery designed and opereting with opportunities for Improvernents Identined

= Controts sre only parilaly efliective, require cngoing menitoring and may require redesigning, Improdng or suppiementing
ety controls end or management sctivilies In place, with signiicant opportuniiies. for Improvement Idenbified

Limited controls end o’ menegement activilies in place

Controts oo not mest en acoeplabie standard, &s many wesknessesineMcenckss axist
Controts end or! manegement activiles are non-eststent or have major defclencles end dont oparste s Inlended

Control  Sub ri

Fiat . Caontrol Titke

Conitrol Description

Control crmer

Control Effectiveness

Risk owner: Pat Hayes

Comments

Wieekly review of available emgty homes in HRA and PRS. All
allocations are signed-off by the manager. Includes sign-off
form and how shortksting and nomination. PRS incentives in-
place but being reviewed. Control measure would be mora
effective if SBC could enter konger leases.

Weekly team meeting and monthly senior management
meetings to track costs and income. Confrol measure would
be more effective with increased resource and increased
supply of cheaper accommodation.

Budget setting as part of Corporate Budget has not nvolved
Cirector of Housing.  The control measure needs improvement
because the budget for resourca is a) set once & year but TA
demand outstrips the resource b) nof a true refection of
trends in demand and cost.

Hestorically no ICT systern, high staff churn, ad hoc
amangements in place which limit the effectivensss of the
coninol measune.

. 1 Increasing Availatility Allocations, PRS offer, ematy homes review, medium and long Hezad of Service
nd term leases, downsizing. [NMitch Powell)
. . - Hezad of Service
2 2 Budget setting and control | Chechkang that budget reflects cost of TA vs income from HB. (Mich Powal)
TA resournce budget setting . o - . Haad of Sarvce
3 2 and | Ensuring budget for resources is aligned to scale of the (NFich Powel)
. . 5BC to hold a record of compliance information agamst all units | Head of Service
3 | Compliance Certification SFTA (MFich Powel)
Recrutment and retention of ; R .. Haad of Sarvice
4 4 - Recnut and retain suitably capable staff io manage TA (NFich Powal)
Effeciive placement into TA with rent account, charges and HB
il 5 ;,a, MEI:E.QEITB'ﬂ: (Property & in place. Cuarterly visits (monthiy if in BEB), case review and HEI,::TCJTFEEW;:E
BOpe) move on to permanent accommodation. [ cweall)

Recrnutment freeze, competitve market and low salary band at
SBC is limiting the effectveness of the control measure

Processes in place but capacity and capabiity of cument
resource is miting the effectiveness of the contral measure.




CRO4 Failure to Provide safe Temporary Accommodation within Budget

Risk owner: Pat Hayes

Treatment/mitigation plans from initial 10- point plan (sept 24) while service improvement plan is developed - (part funded actions that will
manage/reduce the risk level further work underway ) Target Risk Score — 21 by end of date 10/2025

Sub risk e q . g Acton Acti
Sub rigk Action titks Aciion detsils R ETESS Action ction plan
ref due data status

Status updata

FLA f PSA at final drafting. Long erm leasa

PLA and P5A agreements being drafted. Seeking permission to enter into long term lease with of Sanice

1 \Afiordable TA institutional imvestor. Increasing relationships with local Registered providers. Increasing use DOctobsr 2025 paper to Cabinet 17" Feb. Mow utilising 46
. (Miich Powell)
of JEH homes. EH homes.
. Wieakly review of available empty HRA homes and PRS. Al aliocations are signed-off by the - Allocation o HRA homes remains minimal
2 1 Allocations and manager. Includes sign-off form and how shortlisting and nomination. of Serice March 2025 due to availability. FRS offer is under review as
PRS (Miich Powell) A . .
incentives scheme neffective.
Manthhy review of under-occupiers and transfer
. requests now in place. We have bag rk
. Incraase downsizing incentive offer to free up family sized properties, with resuftant woid going . Head of Sanice & e in = e BEgun we
3 ’ Cownsizimg and " s hor i it 4 0 . & tm be mar MEch ) roh 2025 th rewiewineg how many UG on housing
Trarafar o homeless houssholds as pear point 1 above. Downsizing offer needs to be more than [Mitch Powell) March istar, o Homeswapper and working with

financial and might include arraniging and paying for removals, carpets, curtans atc. Meighbourhoods to engage those waiting with

suitable offer and package of assistance
Dedicated officer checking imvoices ve

) To guickly improve invoice payment experience, we can than negotiate TA rates, curent Haad of Sanice )
Invoice Payment i . . o . . . . ) ) placement. There are capped rates for nighly
4 2 Moriitaring I:IES.E.:IS.fEIL'.tDI'I felt by many providers, this is challenging & not impossible and we risk losing [Mitch Powell) Juna 2025 paid accommodation — breach of that
supglier. approved by TA Manager £ Head of Service.
Expensive . ) . i i Head of Sarvica Rewiew underway. Some re-allocatad to
5 2 placement Rewiew applicants who have been in TA the longest, why M.a_ e H-E B develop plan to tackle (Mitch Powell) | March 2025 cheaper TA but availability of large properties
o oldest cases improving engagement with such residents consistently A
manitaring. i5 &8n S5ue.
T i i iced | househilds t t, ch Fead of Sanvica Fow arcouts br:'-lrtlg Cremtng itz
0 ENsUre income is maximised by assuring al hous hawve a rent account, changes and - o k .
g 2 Fents and HS HE claim. (Mitch Powell) | March 2025 Challenge will be associated HE claims
O K '1;
Cuartarly visits to sel-contained units. Manthhy visits to B&E and hotel accommodation. Head of Sanice hiinimal wisits by enforcement team — mainky
T 3 TAisits Rewviewr of transfer applicants on the housing register with neighbourhood senaces as § we (MEch Powell) Juna 2025 ised on BEE and HMO. Capacity is
mowe some of them, we create chain transfers and may unlock betterlarger units as a result. preventing ful implementation.
. R . ) Head of Sanice Revised draft agreemeants on target for March
a8 3 PLA S PSA Tha_ne-f.r egreements will state cleary the obligation of the provider to provide compliance (Mich P ) June 095 a0o5, b "EIED.JEH o iI'I'I:I|HITg"I|: in O
Agreaments ceriificates. 050
NEC Prowider Implement the NEC provider module to record key information and hold related compliance Head of Sanice Project team has divarted to data

2] 3 Madzl data. (MEch Powell) Juna 2025




CRO4 Failure to Provide Safe Temporary Accommodation within Budget

Risk owner: Pat Hayes

Treatment/mitigation plans from initial 10- point plan (Sept 24) while service improvement plan is developed - (part funded actions that will
manage/reduce the risk level further work underway )

hu?E;Ek Action title Action datais Action ownar = Status update
10 4 Homeless and TA Rewienw and establish the current staffing struciure for the TA and Housing MNeads Director of Housing Al 2025 Lind
Structure Department to meet the service needs and ensure a lawful servica us in place [Liza Keating) i - nEEnwaY
Head of Service Proactively adwertising and intenviewing for
11 4 Racruitment Immediatety fill vacant posts with imterim placement [due to recruitment freeze). (Mitch Powel) March 2025 new staff. Awvailabdity and capabify is
challenging
Head of Service Mewy Government Funding announcad
. Review cases currendly at Prevention, and where possible in Refief on Jigsaw to see if ; . : o ) '
12 4 Prevantion there are any other oplions to stop them converting in TA plecemants down the line. (Mich Powel) Uctobar 20125 team IS'_.FHW"F.I;! BSOUMCE [0 Nerease
| presvention activiby.
. . . . . ) ) Head of Service ] _ )
13 5 Systeme & Reporting Engage ICT project team io continue systemn implementations, integrations and Power BI {Mitch Powell) Oictobar 2025 Business Case re. funding for the teamn sl

reporting Suite to be agreed.

Head of Service

14 5 | Policy Allocations, Té acqusition, Out of Borough Placemant io be reviewed {Mitch Powell) March 2025 m;'ﬁﬂ‘":;f;gﬁl i‘;f;'c',;; completed

Hga_lj of Senvice hporos. 3% of processes mapped as part
15 5 Procedures A5 is and To be procedures to be mappad and new processes implemented. (Mlitch Powell) June 2025 of the TA project room. Resounce capacity

issues to finalise and implement this.

Target Risk Score — 21 by end of date 10/2025




CRO5 | Failure to Attract, Retain & Engage with Our People

Corporate risk overview Current Risk Score 4 impact 4 Ukefihood
Target Risk Score 4 Impact 3 Likelihood

RAG status: Cwerall status remains red (with a score of 21) beceuse of the risk exposure in 06.01 which in turn impacts
06.02 as contributary causes.

The HR function continues to operate whilst carnying multiple vacancies and is forecasting for a reorganisation betweean
now and May 15t which should further strengthen skills and capabiities aligned to business need. This slows progress in
some areas a litile, but key discovery phases are on track, to ensure HR products are fit for purpose.

Market conditions and media coverage persist in affecting the possbilty of failng to attract talent for critical roles. SBC

competes with local London Borough pay scales which means we often lose our staf to nesghbouring councils, therefora
‘we have an issue with attracting and in some instances maintaining our talent pool.

Risk profile Sub risks related to this principal risk

. ‘We fail to attrect a diverse and inclusie

Risk owner: Bal Toor

Risk appetite statement - Balanced

‘We are willing to accept 8 balanced amount of risk to defiver on objectives but aim to reduce
exposure where possible.

‘Wi aim to attract and retain the right pecple with the right skills in the right role at the right
time. We accept there will be intermal or external crcumstances and ( or crganisatonal
chianges which may result in a negative, shori-term impact on employes engagement,
productivity, attraction or retention but seek fo merimise this where possile.

(1) 1

Chamge in
period £ Managament Reviews’ Explanation of movement
outiook

Sukb-risk

ChteTar

Thils Hsk remains as 1s, however & miigaling action In plece ks now & redesign of
tre recrutment pages (bokh Intamal and exdernal) for SBC. This Includes a

workforce

s We fail to mantan an energised and

05,03 rhdi
Refer to slide 7 for risk assessment score @ cngaged workdorce

instructions

05,02 . capabilities and competencies we need in our

workiorce Bal Toor speciic sachion on ettracting local residerts and atvice on how bo make & good
application.
Confiruing bo define capiure workionce s«is via the launch of tha new 1:1 end
VW fail o identify, develop and embed the apprakal form, This will then help devalop undersiending of gaps and carear
Bal Taor pathways. Wea Blsa heve & low numicer of spprenliceships, however have

recankly launch 3 Dala epprenticeship as & piliot ko developing ofher ones for ED
areas. Ve have begun communiceting the new 121 and ECY review o, which
Includes & skiis lorary which will now caplure steff sliis and thils will be Inked fo
fra development of & lelerk pool In 25026,

Empicyes engagement corfinuess fo ba detimentally Impacied by negalive
press &nd the Impact of actions taken In Ouwr Fulures 2 years ego. Recent stafl

Bal Toor survey wil provide & refreshed baseling. The recent stef sunwey hes provided &
fresh bassline and focus for HRS staff engagement remains relativety stabic for
SAC gverall, but LD end Viskon'Leadership are key areas that required focused
achion for 2025/26.



CRO5 | Failure to Attract, Retain & Engage with Our People Risk owner: Bal Toor

Key Risk Indicators (KRIs) TSI

KRI explanatian

Toleranca'Threshold Prenious qtr. status Current gir. status
Red Low 3-3% High
5xaff turmowver inline with last =14% -
KRI 1 Staff Turnover publizhad cvil s2rvice Amnber Low 3-7% 11 0% (=nd Sep 24} -
SVEEZE. High 12-14%
Gresn 7-12%
Red =80 days
overdug n
- . : . Amber 1-00 days
KRl 2 Numiber of working days lost due to sickness absence per FTE employes In line with C5 average. averdue E.1% Green
Green not dus / dus
& ontrack ﬂ
Mimirmum of 10 {i.e. 10% of . - :
KR 3 Nurnber of Apprentices across key business areas the perm staff cohort) across na 41 {this haflr;;c}raased in the
SEC 8t any one time



Failure to Atfract, Retain & Engage with Our People

= Confrols and o’ managemenk achvifles propeny
= nanagement Is corddent thet the controls are eflective and rellsbie

Controls - l[dentify current operating controls that are managing the sub risks

aiesigned ard opersting es Infended

= Controts &nd o' menagement acihvities propery designed and opereting with opportunities for Improvernents Identineds

= Controts sre only partlaly efliective, require cngoing menitoring and may require redesigning, Improdng or suppiementing
= Wey conbrols end o menagement actiilles In place. with significant opporbunities tor Improsement Idenbifiad

= Limied controls end or’ manegement aciivilles in plece

= Conlrots do not mest en acoeplatie standard, &s many wesknessesineMcenckss axist
= Controts &nd o' menegement acthvilies are non-axistent or have malor deficlencles end dont oparete &s Interded

Sub risk

Control Title
ref

1. Aftraction channels

2. Aporenticeshin scheme
3. Line Management
unekilling

SROZ.01

Control Description

1 Rewienw of how we waork with Talos and 3 party suppliers to
advertise roles, to nclude working with Matrix on hard to 8 vacancies
2. Contnuation of kearning from newty establshed Data
apprenticeship io replicate positive impact across new aporenticeship
schames

3. Reviewing staff survey results to ensure feedback on e managers
is taken info account when develoning LM development echame

Control cwrer

Bal Toor

SRO5.02 | 2. Apprenticeship scheme

SR0S.0 3. Line Management

upskilling

1 Revieww of how we waork with Talos and 3 party suppliers to
advertise roles, to nclude worlking with Matrix on hard to 8 vacances
2. Contruation of kearning from newty establshed Data
apprenticeship io replicate positive impact across new aporenticeship
schames

3. Reniewing staff survey results to ensure feedback on fne managers
is taken info account when developing LM development schame

1 Rewienww of how we waork with Talos and 3 party suppliers to
advertise roles, to include worling with Matrix on hard to §l vacances
2. Contruation of kearning from newty establshed Data
apprenticeship fo replicate positive impact across new apprenticeship
schames

3. Reviewing staff survey results to ensure feedback on ne managers
is taken info account when developing LM development schame

Bal Toor

Ba Toor

Conitrol Effec

Comments

The HR function continues to operate whilst camying multiple
vacancies. This slows progress in some areas a littke, but key
discovery phases are on frack, to ensure HR products are fit for

[DUrposE.

The HR function continues to operate whilst camying multiple
vacancies. This slows progress in some areas a littke, but key
discovery phases are on frack, to ensure HR products are fit for

[DUrposE.

The HR function continues to operate whilst camying multiple
vacancies. This slows progress in some areas a littke, but key
discovery phases are on frack, to ensure HR products are fit for
purpose. The LM programme s now fve and we are
continuoushy manitaring feedbach.

Risk owner: Bal Toor




CROS | Failure to Atfract, Retain & Engage with Our People Risk owner: Bal Toor

Treatment/mitigation plans (funded actions that will manage/reduce the nsk level)

Action
due date

Action title Action details

Action owrner Status update

) .. ; [Sysiern has been revemped and developed. Soft 0n track and managed through the Plans in place for
s the take up of the new 121 and aunch Oct 2024, with ramp up of comms owver nest

i g . ) . Comms continues owver Jan-March to engage
a3 Appraizal form '.El_kElS place, staff will add ) monthes, Director 2173125 taff in use of 121 form and EQY review forms which
their skills for us to analyse. = been extensively enhanced.

Pilot of Data apprenticeship launched with 12 Apps. 0n track and managed throughs the Plans in place for
. o - ) If weork with Multiverss *provider, is successful, ) . . We have successiully taken on a second DOAT
2 SRO5.0 Establish broader offer of Apprenticeships furthar apprenticeship schemes will be developsd Director 3173025 apps cohort, increasing our numbers o 41, ODAT apps
and launched. are new for SBC in 24025,
SROS.0° & month project from Dec-June 2025 will review our On track and managed through the Plans in place for
3 0 " | Review of Recruitment end to end EVP, way in which we interview, EDI and leadership Director D1/DE/25 23. Interim lead began Jan 20th, first focus has been
competency. eview of website.

Target Risk Score — 18 by end of date 10/2025




Health & Safety: We fail to prevent statutory oblgahons Risk owner: Pat Hayes

Current Risk score aimpact aukeinood [l | Risk appetite statement (AVERSE)
Corporate nsk overview Target Risk Score 4 Impact 3Likelihood 18

‘e have no appetite for safety risk exposure that could result in fatality or serous ham
although the risk score remains the same the risk ervironment remains stable. {physical and mental} to our employess, supphy chain partners or member of the pubic
SBC currently faces multiple, simultansous risks of an intolerable nature — with a comman root cause. Lack of data, communication through our actions, inactions, inedequacies (or decisions).
and synergy of managemant/ownership/reporting;
The combination of escalating, aggressive behavior to front facing staff, aged and inadeguate Risk Assessments (and subsequent Recognising that risks should be reduced to As Low As Reasanably Practicable (ALARP), this
controls) & Policies, COF's & Procedures not revised to maodern, practical standards — derives into a High Likelihood and Impact ratic may mean that residual risk scores remain elevated to highlight priorty to enforce suitable and
of 21 inits’ present condition. sufficient risk mitigation(s).

Thess matters evidence a fundamentally flawed and inadequate HaMS.

This score may be elevated due to a lack of reliable data and inter-departmental synergy and communication. There may, likely, be
prooesses and controls that are not formally registered or communicated. However, without adequate qualitative/quantitative data
— & consenvative Risk Rating must be indicated.

The actions, consistent with mast highlighted risks hawe the initizl milestone of data review and audit — tangible actions/systams,
deadlines, ownerships and delegations can thereafter be allocated.

Sub risks related to this principal risk 0o

Riskprofie @ @ @

Managament Review’ Explanation of movement
5 [wery High|
standardised, organizational ownership, recording, monitoring and
4| Hign . ‘e fall bo prioriftse, sdequately fund or manage risks Roger Smith reporting of key risks & statutory obligations. Efficiencies and
sssncieied with corparate health end satety g organizational buy-in to be achieved by new shared software systemn

sufficient training and standardized reporting mechanisms.

Impact
]

Fire Risk assessments to be scrutinized as to quality and content and,
@ Vioftoprionitiss, sdequataly fundor manage fsks | po e st actions deriving to be pricritized, budgeted and forecast effectively.
sss0cisted with ine

Recognition of national and demographic antipathy to Local Government
due to economic hardships and service reduction. Through policy and

[

. ‘e fall bo prioriftse, adequately fund or manage risks

a=sociztec with aggressive behaviour Roger Smith procedure, EnsUre our staff, |:|u|:||_ic and derived rEprEJent_alivﬂ receive
Almost reasonably practicable safeguarding and support mechanisms.
Bam Unlikaty | Powsble | Protabls |
1 ] 3 [ [
LikeliPaood . R i o sational ) currently, both internal H&S Operative resource & externally
i i BEOUIEE 10 ACCOMMONAE arganisational audi, r Smi commissioned assistance are under Business Case to miti and assist
Refer to slide 8 for risk assessment score scrutiny and engage with training & Policy Roger Smith Shis key : Eate

instructions improvements.



Health & Safety: We fail to prevent statutory obligations Risk owner: Pat Hayes

Key Risk Indicators (KRIs)

KR! explanation Toleranca'Threshold Prenious. gir. status Current gtr. stabus

tha tha fha tha

tha tha fha tha

G O




CROE | Health & Safety: We fail to prevent statutory obligations Risk owner: Pat Hayes

Controls - Identify current operating controls that are managing the sub risks

+ Controls and orf management activities properly designed and operating as intended
* Management is confident that the controls are effective and reliable

+ Controls and orf management activities properly designed and cperating with oppeortunities for improvements identified

+ Controls are only partially effective, require cngoing monitoring and may require redesigning, improving or supplementing
+ Key controls and orf management activities in place, with significant cpportunities for improvement identifisd

+ Limited controls and or/ management activities in place

+ Controls do not mest an acceptable standard, as many weaknesses/inefficiencies ewst

+ Controls and orf management activities are non-existent or have major deficiencies and den't operate as intended

Comtral Title Control cowrer Conitrol Effectiveness.

Conitrol Description

Conduct regular fire risk assessments in all council buildings to . Mo centralized data. Mo RPF's, quality checks or evidence of

1 Fire Risk Ass identify patential hazards (Consideration for other Compliances). o r ¥ tangible, pricritized remediation timelines in arder of risk/priority.
SRDE.0L L Fm":.IE heslth and training to .t including safe me : oirector level zeneric, mandatory training elements (largely unattendad], not
2 03 Training and Awareness: | handling, correct use of tools and machinery, and ergonomic levant to in Sarvice Ar i
- advice. Requirement of HASAWA. releva certain Service Areas or engsged in.
3 Risk Assessments S;:;: mﬂur::ktf;ﬁ;ﬁ?rﬂimaﬁhhnps ME o r Mo evidence of training, e of Risk
-3 depots, and public spwraﬁ ‘ Inodequate centralized doto (Reconds & Monitaring).
a SRDE.0L palicies & Procedures Dlganisatiun;ijde!:al.'unenﬁl poficy to detzil obligations, practice Director Level Pdil:ies_i!‘m{:..D.F'.'sin |:I|EII:.E ‘fl'!:lﬂ'l 2019, gener:llize!j in reguire )
-4 and ownerships withim specfic areas. madernisation, communication and evidence of implemantation.
SRDE6.0L HEMS ; Ensure suitable & suffident HEMS to enable recording, monitoring, Existing H3M5 deemed inadequate by external commission and
5 -4 pAoRitoring & R MEx managing and reporting of key risks and statutory obligations Director Level Interim manager. Ag=d, inadequates data management and
nitoring & Reparting regarding Health and Safety. effective organizational comms and engagement.
. . . . Increasing (proven trends in reporting) oocasions of Unreasonable
3 SRDE6.03 Violence & Aggression Provide ra bly practicable controls {Policy, Equipment & Director level Behaviour aimed towards SBC staff. Reguires Policy and Controls

Systems) to protect staff from unreasonable behaviowr.

that are reasonably practicable/suitable & sufficient.



CROE | Health & Safety: We fail to prevent statutory obligations Risk owner: Pat Hayes

Treatment/mitigation plans (funded actions that will manage/reduce the nsk level)

o . : e e Action plan
Actan title Action details Action cwmer atatus
SRD6.01 - N . Review of existing data, quolity therein —oddress = Peter Walsh/Leo Risk Register to be communicated & action owners
1 FRA Audit & Review y [2.12.24
0.4 shortfaiis (in terms of survey/octions) urgentiy. Yousef delegated to.
. - . Review of existing dota, quality therein — oddress . _— e
SR0E.01 — Training Level audit & anakysis [E- ) 4 : Mechanism for gualitative & guantititive data to be
2 0.4 learning & Mandstory Manzgement) short fin of survey/actions) urgently. Anthony Walker feiz22 derived prior to audit.
SROEOL- | _. i . Task (HES Committee & Comms) Departrments Arthony Walker ) 5 .
3 Risk Aszs ent awdit & analysis. 02.04.25 Yett at t of writing.
0.4 sk FEsREEMENT SUCI & snalyse with RAMS review, advise, guide and assist. Shameem Din 0 begin &t point of writing
Th int | [& ext I? iszion — Anthony Walks
SROG.01— . i - r_cuugh " Erna [ =rma .] -ECII'HITIISSIDI'I oy ) rf 02.04.25 Time/rezource to be scheduled consistently, some
4 0. Paolicies & Procedures audit B analysis. review and revise current Policies, Shameem Din k2l 4 (H&S Poli isad]
Procedures/COP's. work already underway icy revised).
Existing Sharepoint inadequate. Frocure &
SRO6.01 — HEMS Data Recording, Monitoring & Estzblish and implement 2 modernized, Arnthony Walksr/ 1T Implement organizational software system to
5 0.4 Repaorting improved method of organizational HES data representative/Sha 02.04.25 anzble key stakeholders to input, store and provide
recording, monitoring, reporting & sharing meerm Din key metrics for qualitative and quantitative
reporting.
Develop "_"fa"'zl_at_"’";' _E":'j dTr”EI:t_SE":‘E HR {Shahilla Barck) tasked with Business Case to
Vialence & Aggression policies & area speci hT pﬂemh:':l Protocols re Irﬁ o Anthony provide Security profassional training (214) to
E SROG.03 | protocals ?ﬁ;‘;‘;‘;a ‘"ha DL, EI“E“"? Z"‘hfl’l"" itiona| | \Welker/HR/Service 02.04.25 Facilities Officers in Corporate Buildings. Draft
MECHEAMSME IN PI2C8, NSt addiions), Areas Unreasonable Behaviour Policy [General ) foir

reasonable controls {i.e. security/suppart) within

| &t HES Board.
key public-facing services. Epprova o

Target Risk Score — 18 by end of date: 04/25




Risk owner: Tessa Lindfield

CROY | Insufficient Operational Resilience and Crisis Management

Current Risk Score 4 iImpact 4 Likelihood
Target Risk 5core 4 Impact 3 Likelihood

Corporate risk overview Risk appetite statement (Averse)

I @3 the risk has been reviewsd and newrevised sub-risks identifisd which better reficts the corparats risk. Tshaii:}:; gh-risk area with significant consequences. Mtigations are available. Risk appetite
Failure to sufficiently prepare for, respond to and recover from disruptive events and civil emergencies that may lead to disruption to
business-critical functions, failure to meet rapid and unforesesn increases in demand, and failure to deliver core response functions in

responss to major civil emergencies, or terrorist events.

Business Continuity refates to the ability of an organisation to comtinue delivery of mission critical functions following disruptions.
Disruptions affecting delivery can range from relatively frequent events that affect individual services, to less freguent, higher-impact
events that may affect whole organisations (such as cyber-attacks and boss of premises). Approprigte Business Continuity Planning seeks to
ensure that sarvices maintain plans and preparations to sdapt and recover from disruption before service failure.

Failure of the Council to adeguately respond to 3 major civil emergency such as such as major fires, industrial acddents, transport incidents,
flooding, terrorism, infectious dizeases etc that results in significant impacts to residents. Outcomnes of these events are likely to indude
displacements, homelessness, injuries and deaths, environment damage and disruption to services and utilities. As & core responding
agency, the Council maintains arrangesments to deploy “special arrangements’ to lead the humanitarian responss, limit and controd impact
to public realm and environmental impacts, co-ordinate with emergency services and other key parmers, warn and inform the public, and
lead the recovery effort

Risk profile Sub risks related to this principal risk (1] (1]

5 [dery High

Management Review' Explanation of movement

. Inzdequate rapid emergency response capabilities Laura additional resource sgreed to boost development of EP function. On call
) @ toprovide immedizts incident co-ordination and Robertson MEW LaLos and Duty EPOs. wider on-call functions of the Coundl. Review of
E 5 humanitarian support to affected residents current incident response capabilities needad
£ Failure of emergency planning for specific major Laure identification of local hazard risks requires completion. Flood officer for the
o @ hazard risks in the borough, such zs flooding, major poberesan MEW Coundil appointed very recently which should support review of tactical flood
fires, industrial sccident et plans.

Review of Major Incident Plan — currently in draft form. Gold Training.

! cro7.03 @ Failure of Major Incident Plan . Lhamr;u MEW | Training programme for on call staff in place. Redevelopment of Emargency
i mhert=on Operations Centre. Currenthy no Silver Officers in place
Fam Unikaly Foambila Frcbabs e - .
3 3 3 4 3 Lack of generic resilience arrangsments for all Laura Bausiness Continuity management programme exists, but requires review,
TR | @ services responsible for dalivering business critical Fobertsa MEW improvernent and engagement. Service level Business Impact Analyses and
activities ohertsan Barsiness Continuity plans are out of date
Refer to slide 7 for risk assessment score Laurs Continuity planning for spacific risks that pesa 3 threat to organisstional
instructions cro7.05 @ Inadequate continuity planning for specific risks pobertsan MNEW continuity, such as cyber-attacks, loss of facilties buildings, supply chain

disruption, utility disruption, boss of staff




Insufficient Operational Resilience and Crisis Management Risk owner: xxx
Key Risk Indicators (KRIs)

KH explanation TolerancaThreshald Prewious gir. siatus Current gtr. status
KRl Mumier of Trained Gaold Commanders on rota 24/7/365 Minimum & T 7
KRI2 Mumiber of trained Siver Commanders on rota 247365 inimum & 2 2
ERIZ Mumber of trained Incident Managers on rota (new, in dewslopment) 24,7365 Minimum & a o
kR4 Mumber of trained Local Authority Lisison Cfficers (LALOS) on rota 24/7/365 Minimum & 1o 10
kRIS Mumier of training Rest Cantre Managers on rota 24/T/365 Minimum & a 1]
KRIE Mumiber of trained Incident Responders (Volunteer  paid on-call) {Min A8/ 24) a o
I Al officers attend minimum
ERIT Training programme, including attendance records of 1 tra'nir!g sesson and 1 TEC TEC
EXErcise par year
ERIE Testingfexercising of major incident capabilities and amangements
KRI2 Senvice level Business Impact Analysis completed and reviewed in year . 100%
ERIO Senvice level Business Continuity Plans completed and reviewed in year 100%
KRIT1 Senice level Business Continuity Plans tested’exercised in year 100%
KRI12 Risk specific planning completed for each risk'thraat identfied

KRIT3 Strategic/corporate lewel Business Continuity exercises completed 1 per year




= Confrols and o’ management achivifies propeny
= hanagement Is cordident thet the controls are efeciive and rellsbie

aiesigned ard opersting es infended

= Controts &nd o' menegement activities propary designed and operating with opportunibies for Improvernents Identines

= Controts sre only partlaly effecthve, requine cngoing menitoring and may require redesigning, Improdng or suppliementing
= Wey conlrols end o menagement actiilles In place. with significant opporbunities tor Improsement Identiied

= Limied controls end or’ manegement aciivilles in plece

= Conlrots do nof mest en acoeplatie standard, &s many wesknessesineMcenckss axist

= Controts &nd o' menegement acihvilies are non-axistent or have major deficlencles end dont oparste &s Interded

Cantrol Tithe

Contral Dascription

MIF has been signed off by CLT, providing basis for training

Control cwner

Control Effectiveness

1 SRO7.3 | Current draft plan in place and curant Cirector level
5 SROT.01,2 | Additional tempaorarny CLT permission has been gained for additicnal temporany Diiractor
345 |capaciy for EP. capacity for EP support
3 CROT.1 | Stand-by response teams | Gold, LALOs currently available Director
. EPO West Barks JEPU currently providing cowver for Sikver/Duty EPO ’
4 M aid for Duty role until local capacity can be developed Directar
5 | cROT.A3 Emg‘“"'f Operations | £ iy 4o co-ardinate the Counci's responss to major incdants Diractor
R Akbility to deployw emergency humanitarian support sanace to the

E ency hu itar )
& | CroTA2 |- O MENIEET | facted public to maet immediate practical and psychological Directar

suppaort

needs.
SROT Corporate Business A programme of activity for the development and maintenance
’ 4 Continudy Programme of Business Continuity planning b el
& CRO7.5 | Risk identification Identfication and moniaring of petential corporats level Directar
business continuity risks
. . Sendces are required fo complete a Business Impact Analysis

=l CROT.4 IE EI Business that supports an understanding of the servica, inputs and Director

mpact Analyses deliverables.
10 CROTA Service level Business Business Contruity Plans for all sendice detailing how services Diiractor

Continudy Flans

will maintain crifical activities following disruption

Risk cwner: Tessa Lindfield

Comments

Cumrent plan requires improvement, a review of duplicative content and
development of a set of action cards

Appointment made on part-time basis — ful-time from Apnl

Mo Siver Commanders, and no deployable emergency welfareshalter
respOnders.

Arrangaements until end February onhy

[Faciity exists, but needs improvemant

Basic outlne plans for ewacuation shelters. Condition of emengency
equipment stores are unknown. Mo trained staff

Poor emgagement. Meeds review to bring into line with standands and align
1o Risk and Business Planning processes

Mo process for identification of corporate risks that may impact on serice
delivery

Currant BlA process and outputs require improvement. Bl&s out of data.
Poor understanding of criicality to inform planning pricrities and service
needs.

Service level Business Confinuity Plans ewst; however, the plans are highly
generic and requre review and improvemnent.




CROY | Insufficient Operational Resilience and Crisis Management

Treatment/mitigation plans (funded actions that will manage/reduce the nisk level)

Risk owner: Tessa Lindfield

Target Risk Score — 17 by end of date 10/2025

Action

| Rk owner: Tesss Lindield _
| Torget Risk Score — 17by end of date 10/2025 |

5R07.1,2.3,

due date

Recruitment completed — port-time only — full-time from

1 a5 Increasad capadity for EP function Additional short-term increase in capadty Laura Robertson December 2024 April
| Recruitment and training of Incident | Recruitrnent of = team of incident managsrs to take on Laura Robertson / . . .
k4 -SREI'?.:I. ™ th role of Duty EFOs David McClory March 2025 Identifying potential candidates
. . KAIP to be reviewed and refined, action cards added, Laura Robertson . . .
3 _SRDT-‘.3 _ Redrafting and testing of MIP tasted througn ise and leaming applied David McClory Ausust 2025 Requires review, consultation and approval
. . Recruitrment of operational voluntzers to deliver key Laura Robertson / Plznning of recruitment campaign and training nesds
4 -SRD?.:l - Recruitment and training of responders incident response sarvices David MeClory May 2025 analysic
Re-establishing Tactical/silver level of Training of corporate manzagers to be Tactical/Silver Laura Robertson /
s _SRD?'i'z _manzgemsnt | cammznders and placed an-standby rotas David MeClory fune 2025 Propasal development
L Training programme fior Strategic Gold, Director an Laura Robertson / . . ) -
6 5RO07.1 Training for gl on-call response staff call, , Silver David McClory lune 2025 Training continue following delay due to staff sickness
2 — Improwed guidance and equipment for Prowvision of suitzble PPE and response equipment for Laura Robertson P — Identifying required responss roles, establishing
’ incident responders | operational responders David MeClory o responsibilities and HES Risk Ass=ssments
& — Improwements to Emergency Operations Improvernents to emergency contral centre facilities, Laura Robertson / Sapt 2025 Discussions with Facilities to move Emergency Operations
1,23 Centre resources and systems David MeClary P Centre to new bocation
. . . Identification and assessment of major hazard risks, Laura Robertson /
o 5RO7.2 Major hazard risk assessments and register and crestion of a risk register David McClory December 2025
. . L . Review of the policy, process and strategy for Business ; 5
Review of Business Continuity Policy and S Lo Laura Robertson / Additional resource agreed by CLT — ECP and recruitment
1o 5RO7.4 Programme Cantinuity planning and management for the David Mcclany May 2025 unde
| | | arganisation !
alignment of Business Continuity Policy to _ L Laura Robertson / . . __ .
11 5RO7.5 Risk and Business Flanring palices seek alignment of policies David McClory lune 2025 seeking opportunities with Risk and Business Planning
. . - BC programme currenthy sits with Emergency Planning, Initizl viability 3ssessment — wouwld Business Continuity
12 SRO7.4 Esrmufﬂu:tmnﬁslzrjunuw which is primarily focused on preparing for and Laura Robertson ? Planning be more approprictely placed with an imternally
ISMEMT In Organiz=tion responding to externzl risks and threats. [focing corporate senice
Plans to respond and recover from, including . . .
13 SRO7.45  Development of Business Continuity Plans | maintenance of critical services, suspension of non- e Rabensan Awgust 2025 Discaveny wark re senaal plans I iace and pregesal in
| eritical functions, redeployment of staff ctlary EvelopmEnt far CLT-
Testing and exercising of Business Continuity | Testing and exercising regime to ensure plans are fit Laura Robertson
14 5RO07.4,5 Plans for purpose David McClory September 2025 No change
et e rich Identification of specific risks/threats to
15 5RO7.5 Identi n of specific frests for sernvice/organisationzl continuity [2.g. cyber-attacks, Laura Robertson / Ausust 2025 No change

business contingency planning

supply chain disruption, utility failure, etc.}

David MeClory




CRO8 | ICT incident resulting in significant data and/or service loss

Corporate nsk overview

There is no change bothe risk scare this quarter.

Current Risk Score 4 Impact 4 Likelihood
Target Risk 5core 4 impact 2 Likelihood

Lipdiates are:-

Risk profile

Thereis an open tender undenaay for the proturement for Disaster Recoverny a5 a Service and Backup s a Service. This & in the final stage of supplier
envaluation. Recruitment of a praject manager is in progress but is proving challenging awing to market conditions. That rale will manags the
implementation and ensure the Council's business continuity plans are in place and aligned to the procuned [T Salution.

Theer= is & potential option t enter & G-month managed servics pilot pragramme far 3 Seourity Incident Deent Moniteeing {SIEM) slution. The pilat
programme is commissioned by MHCLG. If this option is not suitable, the Council will undertake an open tender procurement exerciss, a specification
fior this hias been preparned and is ready

A permanent Cyber Security Lead role has now been recruited to the Digital Data and Technology (DDaT) team who will be leading an cyber security for
the council.

‘Winrk is ongring with MHCLUS an the Coundl's cyber seourity trestment plan. Quarterly mestings continue ta take place ta discuss progress on the
remaining actions. This indudes implementing cloud-based backups, SIEM lagging and remaoval of legacy operating systems.

Supcessful pompletion of the MECLG getting Cyber fssessment Framewark {CAF) ready programme far local government in December 2024, The
Counil will be recehving £15,000 grant funding ko suppart aur angaing cyber security resilienos activities.

Sub risks related to this principal risk

npact

5 [very righl

. M eyber attack causes significant data or serdce loss

1 | Very low

I Business continuity issue causes significant service lass

mo2 |

[T

Anincident cavsed by hardware or software failure
08,03 causes significant service lass

Refer to slide 6 for risk assessment score
instructions

Risk owner: Martin Chalmers

Risk appetite statement (Averse)

There is & low appetite for 8 successful cyber attack or sigrificant data risk impacting the
Council, not anly for the operational impacts it can cause to our essential service but also the
repuiation and regulatory impacts it would cause. The Council wishes to minimise the risk to
the extent possible grven affordabilty constraints.

Colin Power

Colin Poweer

Colin Power

planation of movement

Even thaugh progress hiss Been made this guarter, there are no technolagical
sdvareements w0 the autloak far the sub rsk reraing unchanged. Updates ares

Sovard of contract of nevw Disaster Becovery and Backup salution due end aof
Fabruary 25

Approach an implementation of Security Event Managemeant walution to be agreed
by end af February

MATFS and 2526 budgets to be agreed at full council &t end of February 25

PSM status classified as *Deferred”™ as agreed with Cabinet Cffice

Engagament with the new Cmergency Planning team underaay however operational
risks rermain for kegacy backup sohutions resulting in no change ta sub risk.

The sub risk is still improving this quarter & legacy systems caontinue to be

decommissianed=- Updates below

Removal of the legacy hardware and software underwiy.

Remival of Citrix will decommission 17 servers (due end of March)

Migration of Liguid Logic to the cloud will decommission 22 senvers, {expected snd af
October 25)

Me=as harchevare For Duta Cantre procured and due o by installad by @nd of March 25




CR08 | ICT incident resulting in significant data and/or service loss Risk owner: Martin Chalmers

Key Risk Indicators (KRIs)

KR! explanation Toleranca'Threshold Prenious. gir. status Current gtr. stabus

[The indicafors in fhe table below ars Nustrative of thinking i this area, as there ans nof curranty any measures i formal aperafion. | am confirming jusf what is measuratle and whether basaling data

exists. ] U

O U:)
=)

KR 1 Mumber of cyber incidents 0 i a
Currently 80 per cant
completion rate.

KAl 2 %% staff completed cyber training 95% ]
Based an 1062 completions -
against 13249 employees.

HE 3 Mumber of ICT incidents substantively impacting one or more services (hardware ! . 3 oy

software failure P1 major incident) -

KAl 4 Motifications of compromisa / risk from the Mational Cyber Security Centre (NCSC) active 3 - 1 oy

cyber defence senice (ACD) early warning service -

KRS Resuft of Phishing simulations showing level of awareness and reporting of phishing To be confimmed folowing - Mo phishing exercises -

gttempts io the service desk initial phishing exercise undertaken -




Risk owner: Martin Chalmers

Descriplion
= Corfrols and or’ management eclivities propenly desligned end opersiing es iInkended
= haragement Is corfident thaf the controls are eecthe and rellabe

= Contros and on’ menagement acihifies property designed and opareting with opporturibies for mproverment s Ioentined

= Confrols are only partialy effective, require ongolng menitoring and may requine redesigning, Improsing or supplementing
= Wy controts end o manegement activifles in place, with signficent opporbunities for Improvement Identiled

= Limited controts and or' manegement acihilles In place

= Confrols do not mest an ecceplable standand, as many weaknessesineMoendes axist
= Confrols and o’ menagement acihifies are nonendstent or have major cefickencles and don't opersle as Inferded

Contral Title Control Dascrption Control cwrner Control Effectiveness Comments
5BC is currenthy externaly assessed against the PSM (Public = Successful completion of MHCLG getting Cyber
Application of govermmené Sector Netwaork) requ re"'uerds a'_'l::l conducis :aaff—assass."‘ﬂ'ds Assessment FFEI'!'IEW:II‘II: {CAF) ready programime )
1 SRO&.01 } | based on Cyber Essentials criteria. Controls implementad Colin Power = PSM status clessified as “Deferred” as agreed with Cabinet
Security standards include anmual IT Healthcheck, patching, winerakility Office
maonitoring, and clear processes anround incident management = Cuarterty internal vulnerability scanning underiaken
Communications and Traning is provided to new joiners with annual refresher trainimg = Cyber Security Lead mow in place
2 SROE.01 |, for all staff; awareness training is disseminated wia newslsliters Alex Cowen = Training complanca and awarenass to be reviewsd and
ranrg and specific warning emals improwement actions identfied
= DDaT hawe engaged with the new Emergency FPlanning
SROS.0 Business continuity and disaster recowery planming both within tzarm.
3 & Business continuity planning ODaT and across the wider ormanisation ’ Caolin Power = The new Project Manager (action 3 abowve) to aign and
SRO&.02 ’ & ’ support EP team with business continufy and disaster

recovery planning.
Refer to treatment actions 1, 2 & 3 owerleaf.

Technology (hardware and software) is kept up to date for bath

4 SRO8.03 | Technology refrach resilience and security reasons.

Caolin Power

5 SROE.03 Incident root cause analysis | Where incidents do occur, action is teken to identify and

Alew Control ti ted
and remediation address the root cause, to avoid repetiion e T RRTELNG 8s BesE




Risk owner: Martin Chalmers

CRO8 | ICT incident resulting in significant data and/or service loss

Target Risk Score — 19 by end of date 10/2025

Treatment/mitigation plans (funded actions that will manage/reduce the nsk level)

Action title Action details Action owrner Aben Afrn Stabus update
due date status
Octobar 2025 Initial proposals of the MTFS bids have been
SROE.0T & Completon of an outstanding cloud migration (FUll Councll Mesting accepted
1 SFtCIE-.[IB Completion of application cloud migration | project is 8 prerequisite for mesting governmeant Alex Cowen approvel at end of Feb Full council approval due end of February. 2025,
: security standards and mitigating a vulnerabdity 25) Completion date of end of Ociobar currentty on
track {pending confirmation from Supplier).
Potential opton to enter a G-manth managed
Oicinbar 025 ﬁﬂnc&ﬁwlat programme for @ SIEM soiution by
. | Imiroduction of managed senace for Ouistanding action from modemisation programeme; . (hyee B . HCL y .
‘ SHOBD Security Incident and Event Monitoring requires procurement and then implementation alin Powee and of Feb 25) I nat suitable, the Council to undertake an open
tender procurement exercise.
Diecision on which approach to progress will be
made by the end of February 2025
Cipan tender underway for DRaa5Baas and in
final stages of supplier evaluaton.
Movember 2025 Award of contract expected for end of February
5 SR08.01 & | Introduction of Disaster Recovery as a Outstanding action from modemisation programme; Martn Chalmars [Confract Award due 2035,
SR08.02 | Service and Backup as a Senace requres procurement and then implementation Ly end of Felr 25) Implementation expected 1o be completed by end
of Nowembaer 2025
A Project Manager has been appointed and due fo
start on 4'" Feb
This refers not only to planning within the DDaT Movember 2025 EE::ing tEHE:_I:Ea'gEd wih the new Emergency
SR08.01 & | Completion of Business Continuty and area bui to action with other senices so that tha [P argagement with . .
4 i - N Martin Chalmars The neww Project bManager (acton 3 above) o align
SROB.0Z | Disaster Recavery Flanning can=sqL of cy . stack are factored nto B heam_nua il and suppart EP team with busness contiruity and
wider business cantinuity plans February 25) ) .
disaster recovery planning.
Takeup in SBC of mandatory refresher training Is . ME"' 023 wll Cyber Security Lead now in place
5 SR0E.0T | Improve takeup of mandatony training 60%. Acton is meeded to address this through a Martin Chalmers Pg'?;D fon plan wiin Tramning compliance and awareness to be reviewsd
o y oy end of ! - :
combination of communication and enforcement. Fetruany) and improvement actions identified
Conduct quarterly email phishing simulation Cyber Security Lead now in place.
5] SR08.01 | EBEmal phighing simulation campaign campaign to measure the success of cyber Caolin Power Initial phisheng campaign to be scoped and
gwareness training and reporting of incidents. deployed and fimescales agreed.




Failure o achieve financial sustainability and a balanced MTFS

Risk owner- Annabel Scholes

Risk appetite statement (Averse - Balanced)

Corporate risk overview Current Risk Score 5 Impact 4 Likelihoad
Target Risk Score 5 impact 3 Likelihood

‘We have a very low appstite to baing in a position whers we are unable to maintain suficient
Thara has been no change in the risk score and the RAG status remains red. iquidity to fund operations and to meet our lisbilities as they fall due.

& new sub-risk has been added SRO9.07 'Failure to deliver value for money from procurement processes' We seek to mamtain a level of liquidity to have confidence in the ability to manage adverse
evenis beyond forecast senstivities without undue reliance on uncommitted funding.

If the Coundil fails to significantly improve its financial planning and management and its internal control and financial reporting in the
medium to longer-term the Coundil will not become a finandally self-sustaining council_

The final local gavernment finance settlemeant was announced 3 February 2025. The 2025/25 budgst will be approved prior to the 11
March statutory deadline.

For 2026427, the financial strategy will align with the corporate planning cycle with preparation work having commenced.

Risk profile . . . Sub risks related to this principal risk

. [
Sub-risk LT ,'1

Fef Stahes = period / IManagemeant Review' Explanation of movement

Outlook is improving but noet sufficient to change sk soare.
n Diraft statement of accounts for 2001722 and 200223 published and currently in
Faslure b deliver audited finandal reports (S04) to statutory public inspection period. Audited aocounts will be appraved by Audit
. identify any sdditional fimancial liabilities to the council Chiries il Committee an 20 Fabruary.
which will impact on financial sustainability. 202324 draft state ment of accounts will be published for public ins pection
Fabruary 2005,
2024175 statement of acoounts to be published within statutory deadlines.

Theis the baseline podtion and reflects failure to Jas ot Mow 4] to agree a

biatlan ced BATFP and need o bring forward 25/27 and 2728 Capitalisation
Directians ta deliver a balanced budget far 2025/26. Fallowing the LGRS
announcement there was a budget gao of £2.471m. Prapasal to be developed far
Cahinet consderation. Pressures continue in 2435 an achieving & balanced
autturn.

. Fasilure b achieve a batanced budget and Medium Term
Financial Strabagy {MTFS)

Dave FcHamars 0

[T= T |
O3 position reflects angaing 2024725 spend pressures and position fallowing

Refer to slide 8 for risk assessment score inadeguate cashilow to maintain batance of liguidity to Eruerriment annauncement on cuncil ta increases which may reguire the
. . . P P —— Chiris Hoilime coundl to borrow more than antidpated, putting further strain on our cash
instructions . positicn,
The tressury management strategy for 2025,/26 considered by Sudit Committes
approved 20 lanuary Far approval by Full Councilin March 3025



Failure fo achieve financial sustainability and a balanced MTFS Risk owner- Annabel Scholes Signed-off by owner- Y /N

Corporate risk overview - Continued

Sub risks related to this principal risk o L

Change in
period !
outlook

Sub-risk
AT

kanagement Review' Explanation of mowement

Gowernment funding formula/distribution does

L=FS was 3 better than expected settlerment with additional funding

Irpact

. not reflect the needs of the Slough community Mn:li.:.:;ara distributed on need. Howewver total core funding and specific grants remain
and demaographic insufficient to finance Slough BC demand pressures
Qutlook is improving but not sufficient to change risk score.
Baseline reflects reliance on a significant number of interims and difficulties
0 Failure to recruit and retain a resilient and skilled vicki Palazan n in recruiting permanent staff with appropriate skills, experience and
workforce within finanoe qualifications
recruitment supplier — award of contract wi'c 10,/02,/2025. Finanos Director
roles and key senior roles permanent recruitment commences.
Baseline reflects progress to dats against the agreed FIP. Althoush the
outlook is stable, there has been a deterioration this quarter, but not enough
to affiect the risk score.
Faillure to delver the FIP which include internal
controls, an effective finance system both through | Vickl Palazon Early January, FIP activity tempaorarily paused to enable resources and coundl
tech and business processes officers to deliver the budget. Wark will resume late February. However, key
activities such as data deansing and intermal controls has continued including
activities where resources are not imvohved in the budgst, for 2ample
production of 2023424 statement of accounts.
Thie current position reflects current position regarding the following.
0 [NEW SUB-RISK] - :El::n::: ;:;Irg:pﬁmt contract procedure rules, but no
Failure to delfver value for money from Chris Holmes MEW -

PrOCUrEMSNT processes

= Imbalance of requisite skills and qualifications within procurement team
= Lack of @ robust contracts register

=  Preparedness for implementation of Procuremsnt Act

Uinlikosty

Frobabie

[ L1




CR10

Failure to achieve financial sustainability and a balanced MTFS

Risk owner: Annabel Scholes

Key Risk Indicators (KRIs)
TolerancaThreshaold Previous gir. status Current gir. status
KRl 1 In year budgst monitoning highlights & pressue thal can't be balanced Check performance measure az ; :mﬂm Q3 position £5.571m pressure 07
'l.';fn:c n::gnlngasﬂ;rt Work ongoing as part of
Key balance sheet and systen reconciliations are not embedded and completed in Less tham 5% behind agreed SCHIOg acoou 2023/24 accounts to provide Trend?
KRl 2 : process ta provide L . F
accordance with agreed tmetable timetable i - baseline position in time for
baseline and we will
rmeasure from 04 a4
KRl 3 Data quality and Ml s nat improwved to inform the Snancial forecasts TBC Trend?
KRl 4 Leval of exteral debf as & proportion af net revenue budgef Reduce by 5% pa 01 24/25- 17.1% 03 24/25- 17.1% Trend?
KR 5 Proportion of Internal Audit Opinions with Minimal Assurance Reduce b‘aﬁ:‘““‘ /24 01 24/25-100% Q2 24/25-
Pulblish &ll sccounts to Final 30ws fior 2019,°20 and
s " ; it " 2022/23 by December 2024 Apdited 5043 for 2020/21
KRIG Statement of Accounis Published within Statutory Deadlines and 20 SO by February 201518 Draft SOAs for 2024/22 and
2025 2022123
Stability in workforoe with a reduction in interims. Reduction of 10% refiance on
VRIT Training / CPD in place for permanent staff. all permanent staff completed an appraisal and interims
training plan 100% appraizals / training
Attrition rate plan in placs
Finance improverment Plan has
been temporarily pawsead
KRI& FIF remains on track, milestones achieved On track or better No data wihilst our resources
concentrate on the final stages
to set next year's budget
KRS Proportion of off contract spend as a proportion of TP expenditure TBA No data




= Confrols and or’ management achivifies propeny
= nanagement Is cordident thet the controls are efeciive and rellsbie

aiesigned ard opersting es intended

= Controts &nd o' menegement activities propary designed and opereting with opportunities for Improvernents Identines

= Controts sre onty partlaly eflective, requine cngoing monitoring and may require redesigring, Improdng or suppiementing

= Wey conbrols end o menagement acthilles In place. with significent opporbunities tor Improsvement Idenbifiad

= Limited controls end or’ manegement aciivibies in plece

= Controts do not mest en acceplable standard, s many wesknessesinefdencles axist
= Controts &nd on' menegement activities are non-axistent or have major deficlencles end dont oparste &s Interded

Sub risk

. Conitral Title
reft

Backiog Accounts
SRO2.01
Frogramme

Conitrol Description

Dedicafed Recovery Team fnalising accounis

Control crmer

SRO9.01 | Balance Sheet Review

DCeedicated ongoing review on risk basis of the Balance Sheet to
identify and quantify Rabiities arising prior years transactons
and incorrect accounting

Chris Holme

SRO2.02 | Design Authority

Cesign Authority established to undertake due diligence on all
proposals impacting Counci's finances. With ongoing review of
delivery

Dianve McMamara

SR09.02 | Monthly Monitaring Reports

SROS.LE Regular MTFS Reviews

SROB.0E Financial Controls

SRO2.02 | Quartery TME updates

Senvices review their parfiormance and produce monthly
foreceste. The forecasts are collated and reported io CLT and
Lead members for their consideration and recommendation

Thea Finamcial planning forecast are updated and reported
regularty

Mo PO Mo Pay and the Expenditure Control Process (ECP)
allows the authority to have complete visibility over its
commitments and abdity to approve only essential and statutony
expenditure

Trianguiation of Capital Expanditure, Capital Financing and

Finarcial Management gives visibiity on changes to a very
sgnificant proportion of Council expenditure

Dianve McMamara

Dianve MoMamara

Dianve MoMamara

Chris Holme

Control Effec

Risk owner: Annabel Scholes

Comments

Dedicated team have complefed 201420, 208021, 202122
ard 202223 draff sccouwnts. 2079320 and 202042T ars now
final accounts and for 202122 and 20227323, they will bacams
final accownts in Q4. Team close o conclusion of draflt
accownts for 202324 with audit due fo be complstad Apni
2025 Preparalony wark for 2024/25 Siatement af Accounts o
commence (4, and complstian 07 202526,

Significant work has bean done to namow down the scale of
potential liakilities arising from prior years and as part of the
2023:24 statement of accounts finalisation of materal tems will
e conchuded

Ragular mestings of the Design Authority hawve been
established with engagement from all services that contibutes
1o the improving effectiveness of the control measure.

It's important that sensces are confident in the accuracy of their
forecasts as this informs management action, particularty as the
year progresses and there is less time to react to changes

The MTFS is not yet balanced and further work s required to
acheve this.

ECF process has been reviewad and new process mplemenied

Processes need to be embedded




lieve financial sustainability and a balanced MTFS

CR10

Controls - l[dentify current operating controls that are managing the sub risks

= Confrols and o' management achivifies propenly designed and oparsting es intended
= nanagement Is cordident thet the controls are eflective and rellsbie
= Controts &nd o' menagement acihvities propery designed and opereting with opportunities for Improvernents Identineds

= Controts sre only partlaly efliective, require cngoing menitoring and may require redesigning, Improdng or suppiementing
= Wey conbrols end o menagement actiilles In place. with significant opporbunities tor Improsement Idenbifiad

= Limied controls end or’ manegement aciivilles in plece

= Controts do not mest en scoeplable standard, es many wesknessesinefdenches axdst

= Controts &nd on' menegement acihvifies are non-axistent or have major deficlencles end dont oparste &5 Interded

Risk owner: Annabel Scholes

Comments

Conitral Title Conirol Description Comtrol cwmer Conirol Effectiveness
Local Government Funding is aisfrbuted in & number of ways
g SRO.04 | Relsiive MNesd and wa nead fo monilor the effectivenass and ensuwe relafive Dianve McMamara
nesd s refleched in the distnibufion mode used.
g | SRO21- Fnancial polides and Al financial policies fiow from Financial Procedune Rules hrs Helme
06 procedure
SRO9.1 - Bal Sheet ElﬂlElrb::E_h Sheet items must hemﬂun::ilﬂl:l_dﬂil_y." weskly! monthhy Chris Holma
10 08 R - by mnominated finance offcers and reparting improwed to ensure
neibalions management oversight
SRO9.1 - - Key balance sheet items reported to management’ Cabinet as Chris Holme
1 e Balance Sheet Reporting part of hiy itoring proce
1z SRO9.1 - Audit Trail All financial fransactions to have source document evidencs to Chris Holme
06 demonstrate evidenca for every posting in sccounis
13 SRE:I'!;J " Process Reviews Rolling review of financial processes based on risk assessment ‘icki Palazon

‘We will contnue to make the case for 8 more distributive
funding that reflects the needs of the Borough.

Improvament is being delvered through treatment plan
reference number 1

Documented reconciiation processes with clear ownership fo
ensure all control and suspense accounts are balanced each
month

Embed maonthly reporting for key balance sheet iterns (incl
cash, debtors, creditors, reserves

More work to ensure no posting without evidence

Scheduled to commence Q1 202526




CR10 | Failure to achieve financial sustainability and a balanced MTFS I er: Annabel Scholes

Treatment/mitigation plans (funded actions that will manage/reduce the nsk level)

Action title Action details Action owrner ALLEn Status update
due date
- | Rewi . . Key Financial policies to be reviewed annualy or Currently paused January 2025 - end February 2025
1 SREQS'-I P of Key Fi & Polices =nd biannualy and changes agreed through appropriate Chris Holme L2025 Activity temporarily paused to ensble resources and
res gowvemance council officers to deliver the budget
2 SR];QS'-I " | Balance Shest Review Finalization as part of 2023734 Accounts Chris Holme 31032025 On track — based on revised fimetabla
. . On track and managed through the Plans in place for
3 smogps |Review and update HR policies and & month HR preject from Dec-June 2025 Bal Toor 30/06/2025 FY25. Interim lead began Jan 20th, first focus has
procedures been review of websile.
Undertake staff appraisals including training and
4 SR09.05 | Undertake staff appraisals dewekopment plans in accordance with HR policies oLt 31/03/2025 To be scheduled to meet corporate deadines
and procadures
Currently paused January 2025 — end February 2025
-] SRO9.05 | Staff capacity and skils assessment Underiake an assessment of staff competancies oLT 31032025 Activity temporarily paused to enzble resources and
council officers to deliver the budgzet
B SR09.05 | Training and Development Flan All staff to have training and development plans oLt 31/03/2025 Linked to PCRs.
. B . Currently paused January 2025 — end February 2025
T SR09.05 | FIF project plan Prus;:tmeg;lagct management of the FIF projects Wicki Palazon 31032025 Activity temporarily paused to ensble resources and
inEiding council officers to deliver the budget
Craate the praject plan for Internal Controls . | .
2] SR09.06 | Internal Control Framework (including Agresso system controls) Wicki Palazan 31122024 Ongoing
Ensure that the FIP project 37 — Internal Controls is . . . .
9 | SROB.0E |Interal Contral Framework project on track to deliver st miestones that have a target | Vicki Palazan 31/0%2025 Priarity areas have contimued during the FIP being
. paused
date prior to 31032025
Target Risk Score — 22 by end of date 10/2025




CR10 | Failure of General Fund Asset Disposal Programme Risk owner- Pat Hayes

CLURRENT 8C0RE 4 Impact 3 Likelihood Ri :
. : : isk appetite statement (Balanced
Corporate risk overview TARGET SCORE 4 Impact 3 Likeihood pPe ( )
Owerall mrzmmr:::mm 18 from 21 during Q3 FY24/25 due fo unlanmdurbm 10,1 {Property dispossals not Etﬂﬁ??ﬁiﬁiiuﬁiiﬂ%ﬁiﬁ. "::E;T;;Eﬁ'iﬁtﬂiz?f$;ﬁ
e e senvice delivary is key, on a property-by-property basis the Disposals Programme naturally has
Tha CF Assat Di Prog enables the sale of rdilisad faling within the C. s Assat O " :mnsk appetite to accommodate the delfivery of operational and especialy statutory
Strategy. The programme supports a reduction in the Council's future Snancial commitments by generating recaipts from )
property sales at the sarfiest opporfunity to reduce the Council's borrowing and MRFP, as well reducing operating cosis.
The net net proceeds’ baseline tanget approved by Cabinet for the overall GF Disposals Programme is £27.402m.  Though
there have been adjustmeants in terms of the avalable property portfidlio for dsposal (both edditions and ommissions), the total
Disposals Programme target remains materially unadjusied at £27.404m.
During Q3 FY24/25, quarterty disposals ane £0.364m behind plan (—14.9%) due to SUR — Haymills being traded for less than
anticipated, however we are confident that this shortfall will be made up in Q4 FY24/25 with a number of transactions likaly to
outparform budget.
Risk profile Sub risks related to this principal risk O oo
Sub-risk Charxgain
Risk titla "': '1'_”' . r Management Res «planation of movement
ChTIEr
. Property disposals not hiting financial targets lan Churgh n Mome — owverall progress as anticipated. Any underperformance is
= and sitting outside lower volatility levels . currently being compensated by better Sales Proceeds elsewhera.
g
5
® Pace of disposals is behind programme lan Church : Mone — progress as anticipated. Requires close monitoring and CLT
deliverable dates - support a5 pace of sale is dictated by timely approval by Members.
. Having sufficient resources of the right quality to defver the
T . Attraction and Retention of quality people lan Church w’ programme. Transition from interim to FT staff while maintaining
Rare Unlikely | Podmble | Probabe | oL momentum, quality and corporate knowledge.
! 2 umrm-nu - - - Market s currently stable after a dowrnward frend.  Positive movernent
. Extarnal property market volatility lan Church - is anticipated which will aliow better sales proceeds and positive
Refer to slide 7 for risk assessment score volatifty.

instructions



CR11 | Failure of General Fund Asset Disposal Programme

Key Risk Indicators (KRIs)

KR explanation

rance Thres

Prenious. gir. status

Risk owner: Pat Hayes

Current gtr. stabus

Sales Proceeds

Pace of Sales

Risk of Judicizl Review

Team Attrition

Green / Amber azzets
maove to RED

Commercial Interest

The proceeds of sales falls outside of the Lower Volatility thresholds as
designated based on Asszet Classification.

Lower  Upper
Volatility Velatility

BB wes  ues
OB e uow
B e uow
O] see 10w

The pace of sale drops below the anticipated plan

Mot following prescribed procedures or 2 lack of thoroughness in
consultation, understanding operational needs or similar.

An unplznned loss to the disposals team [either permanent or interim)

Unfores=en ciroumstances mean that 3ales Proceeds reduce due to
properties planned for disposal move to RED due to force-majeure like
[T

Emsuring that all active sales generate sufficient market interest to
generate a competitive sales enviromnment and ‘desl tension’ by
generating significant EQI, bidders and BAFOs

P 24125
Target Sales : £ 11.8m
Lower Threshoid : £ 11.6m

25726
Target Sakes : £ 22.5m
Lower Threshold : £ 19.0m

P 26727

Targe: Sales :E4.Tm
Lower Threshold : £ 3.3m

FY 24 f 25— 13 sales PA
FY 23 26— 30 sales PA
FY 26/ 27 - B zales PA

1 permission / & months
1 successful hearing /2 years

107 unplanned koss par annum

2 demnotions per quarier

At least 10 EQI per sale

At least five 5 Bidders / BAFD per
sale




CR10 | Failure of General Fund Asset Disposal Programme Risk owner: Pat Hayes

Controls - |dentify current operating controls that are managing the sub risks

= Confrols and o’ managemenk achivifles propenly deskigned and oparsfing es intended
= nanagement Is corddent thet the controls are eflective and rellsbie

= Controts &nd o' menagement acihvities propery designed and opereting with opportunities for Improvernents Identineds

= Controts sre only partlaly efliective, require cngoing menitoring and may require redesigning, Improdng or suppiementing
= Wey conbrols end o menagement actiilles In place. with significant opporbunities tor Improsement Idenbifiad

= Limied controls end or’ manegement aciivilles in plece

= Conlrots do not mest en acoeplatie standard, &s many wesknessesineMcenckss axist
= Controts &nd o' menegement acthvilies are non-axistent or have malor deficlencles end dont oparete &s Interded

Comtral Title Conitrol Description Control cowrer Conitrol Effectiveness Comments

= Market Intelligence and Engagement lar Church Monthby review of deals innear pipsine to consider reordering

! SRID.G Markst / By = Consider reordering disposals due to market sentement &5 NBCESSAryY

= Engagement of cormect agenis and sales routes

2 SR10.02 | Sales below expectations | = Preparation of gually bed materials and supporting docs lam Church
= Ensuring properties pitched to comect pool of purchasers

= EY AADF framewark in use as SBC internal gateway

- All pipeline I . i assigned lan Church Earier use of AADF in project screaning now mmplemented

3 SR10.03 Abortive Sales

* Revised GF disposal plan submitied to cabinet in
4 SR10.04 Programme Target Movember, and timely receipt of Members approval infuture lar Church
= Monthty adjustment and refinement of programme

Time has been invested. Documents are im much better

= Document regster now better . . ) .
5 SR10.05 Reconds . . . . lan Church condition, physicaly and online. Looking to move to "Largely
Batter anchiving needad (physical and electronic) Effactive” nest quarter
et * Review team engagement as tempo of disposals increases Estabkshment for FY25/26 still under review which will impact
5] SR10.06 Skills / C
apabiity = Move away from interims to permanent team lan Chureh Interim to Permanent transition.
T SR10.07 Pratocol £ Process * Review ongoing approved processes being followed lam Church Disposals flowchart now in place ta guide cansistent process

mioving foreward.




Risk owner: Pat Hayes

CR10 | Failure of General Fund Asset Disposal Programme

Treatment/mitigation plans (funded actions that will manage/reduce the risk level)

Action title Action details Action cwner sefen e Status update
due dale status
Miore ngorous use of EY AADF frameswork to
. support disposal process. Possibly arranga L End Q1 FYZ3726 - 1. Review use of AADF and necessity for training.
! sRToe Abartve Saes internal training by competant party to drive lan Chureh 2 End OF FY 35/ 26 -
engagement.
Electronic and physical archiving neads
. ) improvemnent., including review of off-site storage LEnd Q4 FY 24,25 . 1. Rewiew progress. Move to "Largely Effectve™?
2 SRTLOS Recards facilty in Reading for documents that need lan Church 2 End QI F¥25/26 -
retention.
Mo mare than one further extension for all current . .
3 SR11.08 Skils / Capshifty irterims, with either conversion or recruitment to lan Church 1. End OF FY 25/ 26 - E““:“ﬂ;gt; “ETEFE"J,EEFI'E_“E“ soon as Bslanlshment
be actioned. Eanin r
Limited or no written processes being followed. .
. ) N . R . L End Q4 FY 24725 . 1. Creale flowchart and refine during quarter
4 5R11.07 Protocol / Process Elﬁﬁt;egantrfy and consider documenting key lan Church 2 End OF FY 35/ 26 - 2. Formally & a5 corporate procass

Target Risk Score — 18 by end of date 10/2025




CR11 | Failure to become a best value council Risk owner: Sonia Khan

CurTEnt Rk Score 3impact & Lkefihood Risk appetite statement (Balanced)
- f ISK a e statemen dlance
Corporate risk overview Target Risk Score 4 Impact 3 Likelihood ppe
‘e have a balanced appetie for this iek. Delivery of a plan that systemalically addresses
The Council fals to become a Best Value Council, because the improvement and recovery actions specified in the how we become a Best Walue Council and exit intervention, meeting all directions is what is
Directions and required in the Best Value Intervention Guidance are not delivered or do not have the impact expected. neaded. The foous needs to be on deriving benefits for residents and bacoming financialy
sustanable. This is about getting the basics right and =o thers is less room for innovation, but
Crverall risk remains siable, but treatment and mitigating actions are on target for Q3 and Gd and on track to be achieved there should ba a commitment o sesking to add social value in the way the plan is delivered,
for Q11 202526 for example, imwalving ressdents and pariners in assessing progress, providing feedback and
Key updates for Q3: co-creating soiutions.
Improrsement and Recowvery Plan & month plan adapted by January Cabinat
Two year Improvemant and Recovery Plan going to March Cabinet
Governance and control proposals drafied ready for implermnantation by Apnl 2025
Resourcing for team being finalised for 2526
Operating model — transformation director in post and working on 25/26 mifigating actions- update going to March Cabinet
Risk profile Sub risks related to this principal risk 3] 1
o Changa in
Risk title SUETSE pariod / Management Review' Explanaton of movernant
& |Viery High i . / L = L) =t i O C
COWTET oulinok
- ™ Director of
sl toim and transform :ces that Cﬁ:ﬂa Thie same because current financial context and medium term contesd for
T . . ; g Slough and nationally remains extremely chalenging and transformation
E 3 [Mademse impacis adversely on residents and on budgets Resident programmes shoukd have started 2-3 years ago
- Engagemeant '
2| Low
Director of
o P—— I:ﬁ::l; ga:lrlld Upweard because stability in corporate keadership and the confimed
. Fail to operate as a Best Walue Council He-sigdeni extension of the intervention should support & strong focus on
Ram Unlikely | Poawble | Probable :::: Engagement mprmE and ¥-
1 ] [l [ [
Likelihcod

| Thie same because current financial context and medium term contesd for -
Hamish Dibley Slough and nationally remains extremely chalenging and transformation
programmes should have started 2-3 years ago

Unable to deliver new operating moded and
. medium-term financial strateqy

Refer to slide 8 for risk assessment score
instructions



CR11 | Failure to become a best value council Risk owner: Sonia Khan

Key Risk Indicators (KRIs) (] 1

KR extplanation Toleranca'Threshold Prenious. gir. status Current gtr. stabus

Resident survey for 2026 continues to show low satisfaction -

currently 30% of Slough respondents said they were very or fairly : Mext survey: April
KRIZ satisfied with the way Slough Council runs things compared to 60% | ©° Increase by 2026 NIA 2025

of national respondents.

Improvement and recovery plan progress is systematically tracked
kRIS and updates aret provided to appropriate board on a quarterly basis 4 per year Not started yet
KRl 4 Operating model is not fully tied to MTFS by 2026 and this is clear NIA

by September 2025 (to develop into fully measurable KRI)

Bulk of complaints continues to be driven by basic failure to respond Reduce by 10
KRl 5

fo resident or to deliver an appropriate standard of service. percentage points 63% (24/25 1o dale)



Description
= Confrols and o’ managemenk achivifles propenly deskigned and oparsfing es intended
= nanagement Is corddent thet the controls are eflective and rellsbie

Risk owner: Sonia Khan

= Controts &nd o' menegement ackivities propery designed and opereting with opportunities for Improvernents Identined

= Controts sre only parilaly efliective, require cngoing menitoring and may require redesigning, Improdng or suppiementing
= Wey conbrols end o menagement actiilles In place. with significant opporbunities tor Improsement Idenbifiad

Limited controls end o’ menegement activilies in place

Controts oo not mest en acoeplabie standard, &s many wesknessesineMcenckss axist
Controts end or! manegement activiles are non-eststent or have major defclencles end dont oparste s Inlended

Control Title

Control Descrigtion

Control owner

A
Effectiveness

Comments

SR11
‘ o2

SR11.0
3 3

Fail io operate as
8 Best Value
Council

Unable to deliver

new operaling
model and
medium-tarm
financial strategy

Imorovemeant and recovery plan is aigned to best value
guidance and adopted by Cabinet by January 2025 and sets
out incremental steps to becoming a best value council which
are programme managed.

Outline direction of travel for oparating model setting out key
features for future counc

Director of Strategy,
Change and
Resident
Engagement

Hamish Dibley

Improvernent and Recovery Flan & month plan adopted
by January Cabinet

Twio year Improvement and Recovery Plan going fo
March Cabinet

Gonvemance and control proposals drafted ready for
implemantation by Apri 2025

Resourcing for team being finalsed for 25:26

Direction of travel adopted by Cabinet im Mowvemnbsr
2024




CR11

Failure to become a best value council

Treatment/mitigation plans (funded actions that will manage/reduce the nsk level)

Action title

Action deta

Action owner

Action

Action plan status

Risk owner: Sonia Khan

Establish a Transformation
Programme zligned to

Identify key transformation opportunities and

Director of Strategy, Change

due data

Septernber

Target Risk Score — 22 by end of date 10/2025

1 SR11.01 implementation of future F|EI|I'|"EH" corporately supported programmes o be and Resident Engagement 025
. implemented by 2026
oparatimg modal
Improvement and recovery plan | Improvement and Recovery PMO is fully recruited |  Director of Strategy, Change
3 | 5R11.02 |resourcing of programme to along with other PMOs for Corporate and Resident Engagemeant April 2025
management Programmes and Opergting Modsl,
Rewview and resst all projects and programmes. .
4 | spiqpp |Meravement and recavery plan | linked to the Improvement and Recavery Plan Bir :tﬂﬂr [?";St ntmEtE'g" ChE'"nE-:E' April 2035
: control and gowvernancea aligned to reset of govermance to focus on RAG 8 Bsident Engagema
rating whether benefits are being realised.
Operating model route map is adopted by . .
. . Hamish Dibley
- Cabinet by the end of the 24/25 municipal year
5 | BR11.023 |Operating model route map and mapped to MTFS March 2025
Opersting model programme
director appointed to bring - Hamish Dibley Decamber
& | SR11.03 expertis o prog and Programme director engaged by January 2025 024
develop route map
. . . . Hamish Dibley
T | 5R11.02 |Strategic partners identifiad Strategic partners engaged by Od 2024/25 March 2025

Mew Programme Director started in January and is
identifying key elements of fransformation enable move
to e operating model by 2026/27-uwodate will go o
Cahinet in March 2025.

Resourcing for team being finalised for 253026

Gowvemance and control proposels drafted ready for
implementation by April 2025

-Uipdate going io March Cabingt

Opergting model — transformation director in post and
warking on 25/26 mitigating actions

Proposals being developed - procurement is being
progressed.




T ————

Current Risk Score 3 Impact 4 Uikelihood
Corporate risk overview Target Risk Score 3 Impact 4 Likelihood

Risk appetite statement (Balanced)

‘We have a balanced risk appetite 25 we look at ways to provide the necessany level of services
required within Adult Social Care while being sware of constraints around financials, working with
providers to ensure they deliver quality services and pay a fair rate to the workforce. ability to
ensure we have sufficient access to the right care at the right price to mest demand

Risk score remains unchanged, although there is an overall improvement in the management of the risk.

Market Sustainability is assessed aoross four specific areas:

= Sufficiency - how we shape the market and ensure we have commissioned sufficient, diverse and effective provision to meet
the needs of people in Slough

= Walue for Money — ensuring we are paying & fair price to enable providers to recaruit and retain staff, cover owerheads and
make a reasonable profit in the context of increasing costs

= Ouality — do bocal services provide good quality and outcomes measured through our Quality Assurance oversight and dear
escalation processes for provider concerns

= Workforoe — the ability of care providers to recruit and retain their workforce and support their learning and development

Risk profile L L Sub risks related to this principal risk (1] 1

Change in

Sub-risk
% [V High

period ! Management Review' Explanation of movement
WTIEr ook

G esicani Mkt B
Lyinia Jeshitsin ng ard pement Board (WM receives reports from the

1201 . Insuffident aocess bo care serdces [Hos) n brokerage team and analysis of out of borough placements is used to inform
refresh of Market Position Statement (MPS]

Fee uplift process provides assurance through open book accounting and soruting
. Cast of fee uplifts outstripping budget Lynn lahnson ﬁ of providers” costs, benchmarking rates to ensure that a fair price is paid. Cost
[HO5) awoidance of £2.1im deliversd to date in 2425
Mo cortracts handed back.

Impact
=

Cuality Assurance Framework developed to pre empt guality conoerns through
1203 '. Provider Failure Lynn Johnson proactive and reactive visits to assure care quality of kocal providers. Monghly

ey oS reports of care quality provided to CMMEB and Care Governance Board

serain | — 1 1 1 1

1 T 3 3 5 Mewe sub-risk
Likielihosod

Hare Undikely Fosmble | Probable

Staffing shortages and high turnower as care roles have bow pay and high emotional
H H Lynm lahnson and derrands which mesns staff bBurned out easily, causing ki
Refer to ElldE]T for "5‘5 assessment score 1204 Reuitment and retention of external workforos |HOS) u;ﬁdw“mmdmlmhlﬁmmmmﬂimglﬂﬂ
instructions . retention. Regulatory compliance requines consistent and up to date training in
place. Addressing employes burnowt and mental heatth imeolves building robust
mental health support and wellbeing programmes which can be challenging for
cost-sensitive businesses.




Failure to deliver market sustainability across the Council Risk owner: David Coleman-Groom
Key Risk Indicators (KRIs)

KRl explanation TolerancesThreshold Prenious gir. status Current gir. status
. Target M reduction per arvwrm a4 25/24 - 5000 Q2 23/24 - 4500

Tota! customer complaints n
Exomple - custamer [Prewide o rungs, | & eetesant KR
GD.I'J?HEJ-.I'JE iTe ddenedfe = KAT: ) doak for whee b already seeasuned segevdlng this msk such o5 o KM ond adapr i1 = see wekild oy can adegd B 1o dale & KRT u n

taberpes therabadd salamn o tha right, ar 20 F e ST o s 1o eaaily odeat ok o the ndls bepfrosd coved by Jowtehrg the KPP threshold By 5-

st mhal B Ieiggers are. Triggers thel tos be seasuned moke peed KAl as Moy sivve 21 e oofy warnkig sigaa (s f cisk] 0%, .. KR brgirt = 30,000 - 108 -

KR! tederane af 20007

Providers Suspended Due to
Cuality Concerns

1 Care Home

3 Supported Living Providers
3 Home care Providers

The number of providers suspendad due to quality concemns on a monthly basis — temporary Bbdetrics are being developed

KRI 1 - logss of care
loss of care

0 Contract Handbacks

KRI 4 - The number of cortract hand backs on a monthly basis Ll el s

Current metrics relating to the above are unavailable and/or being developed.
Further update in Q4 submission



ailure to deliver market sustainability across the Council Risk owner: David Coleman-Groom

Controls - [dentify current operating controls that are managing the sub risks

= Cantrals and or/ management actiities properly designed and aperating as intended
= fianagement i confident that the contrals are effective and reliable

LI/SM to tidy up

= Cantrals and or) management activities properly designed and operating with apportunities for improvements identified

= Cantrals are only partially effective, reguire ongoing moenitaring and may require redesigning, improving or supplementing
= Ky contrals and arf management activities in place, with significant oppartunities for improvement identified

= Limited controb and orf management activities in placoe

= Contrals do not messt an acceptable standard, as many waaknesses finsficiendes axist
Cantrals and or) management activities are nan-existent ar have major deficiendes and don’t operate a3 infendad

Sub risk
ref

Comtral Title Conitrol Description Control cowrer Conitrol Eff Comments

Intarim Head of Brokers provide weekly updates on sufficiency issues — bed

1 SR12.01 | Market sufficiency Brokers monitor availability of the care market, using tools such as | Market Management L N
the NHS Caparity Tracker jLynn ohnsan) availability or past code issues for home care to HOS
. Interirn Head of
2 SR1202 | Cost of fea uplift Business cases developed for Fee Uplift requests are considered at | Market Management Rightsizing costs of placements to ensure provision is sustainable
both DECP and if recommiended ECP {Lynn Johnson) and cantracts are not handsd back
3 sR120% | Cuality Assurance .l:U.E|i1.'5|I'ESSUﬁﬂl:E of bzcal commissioned provider market . Interim QA hManager Risk assessment and scoring determines priority and frequency of .
iy undertaksn by SEC Provider Quality Assurancs Team [Phiyli= Maynard] wisits across local markets to assess quality provision
Quelity concern themes identified and training identified and
CRAME and Slowsgh Care Gowernance Board monthly meetings; CGE Int=rirn Head of included in Quality improvement Cafes for local providers
4 SR12.02 | Quelity Assurance to consider suspension of providers if quality concerns have been | Market Management
identified and will review guality data and trends {Lynin Johnson) Contractuzl remedies can also be instigated through joint working
between O and ASC Contracts Management Team
Interim Head of additional support to Care Homes can be provided by NHS Frimley

Int=nsive support to providers where quality concems identified to

5 SR12.03 ality Assurance joi ity visits wi i i
Qualty minimise periods of suspension and embargg of arrals Mamrﬂ:::ment |EB[:]1mugt_:_;2t quality visits with 58C's Provider Quality
Analysis of skills for Care Workforoe Data to understand challe Interim Head of Loecal data collection to be developed and external workforce
& | sR1204 workforce ¥ 8% | pdarkst Management P

aoross slough strategy oo produced with care maret

{Lynin Johnson)



CR12 | Failure to deliver market sustainability across the Council Risk owner: David Coleman-Groom

Treatment/mitigation plans (funded actions that will manage/reduce the nsk level)

Action Action plan

Status te
dus date status L5 updal

Action title Action details Action owrner

Hiigh bevel action thot will mitigate or reguce . p Dd-rwem-pyyy (within
1 1801 the risk the mast or the next 12 months) irAG)
Addressing quality issues — investment in Clinical
- : Pharmacist role to extend medidnes optimisation . -
2 Review of Quality Assurance Framewaork support through HHS Frimley 105 to home care and March 2025 Recruitmant underway through MHS Frimley ICB
Eupported Living Providers
understand local, regional and national responses to
. Development of local external adult social workforce issues and how the local authority can March 2028 E ‘wiorkshops with care markets and Skills for Care planned
Ccare Workforce Strategy better suppart care providers with recruitment and A Apeil 2025
retention
Identify gaps in markst and new models of care and
4 Review of Market Position Statement signal new opportunities to the market to address any June 2025 Amber  Acouracy of data collection a challenge
sufficiency issues

Target Risk Score — 18 by end of date 10/2025




CR13 | We fail to comply with data protection obligations Risk owner: Martin Chalmers

Current Risk Scare 4 Impact 3 Likelihood Risk appetite statement (Averse)

Corporate risk overview Target Risk Score 4 Impact 2 Likelihood

There is no change to the Risk Score. Averse — the Council wishes to minimise this risk o extent possible within affordabdity

. i ) - ~ i . constraints. The is low appetite for a significant data risk impacting the Council is driven bath
F:I:S;:m_l;ﬁ:mhum|=mmmqﬂﬁumtwmmhmﬁmﬂﬂﬂﬂummmﬂuﬁmmbnlshrﬂ—% by the potential impact to reputation and by financial risks under the COPR regima.

A brisfing on GOPR and infarmation secunty is naw included in the corporate induction progh which is delrvared to all news roles
within the first 2 months of their star date.

. Rewierws and updating of the GDPR policias and guidance has been completad in align with their snnual revies dates. Updated documants
were circulated and approved by IGG. In addition, & *0ur Deta Responsibilities™ guidance has besn developed and promoted to all staff
via corporste communications and staff brisfings.

Ther Council has now migrated to Microsoft Secure Ermail for email encryption. This has smabled integration with Microsaft Cutlook
allowing for & sasier route to sending sacure emails.

. The risk rating remains unchanged this guarter. Whils, &= indicatad, there has besn good prograss on training and communications, the
incidents that have occurred indicate that there is further to go in embedding knowledgs and avwareness throughout the copanisation.

Risk profile 00 Sub risks related to this principal risk (L =T

Impact

Chamnge in

Risk titla Ei:l:;—_risl-: Management Res planation of movement
ChTIEr

This risk relates primarily to accidental disclosure of information; cyber

attack is covered by CROS.

Risk treatment plans relating to systems, process and training hawe

been identified. The latter is of particular relevance here, where staff

mindfulness of the mportance of security and privacy is critical in

avoiding materialisation of the risk.

= The sub risk remains stable this quarter. Improvements have been
to increase staff awareness but a high tumowver in staff remains
challenging.

@  Frivacy breach of personal data Alez Coan

O

= Mandatory framing compliance increased by 20%

:-":: = Ongoing awareness on GOPR sent cut in regular corporate

1 1 3 [ [ communications as wel as the corporate inducton programme

Hare Undikely Fosmble | Probable

Liklihosod

'. Uniawidl retention and processing of personal While the same risk treatment plans are redevant to this sub-risk as fo

Refer to slide 7 for risk assessment score 13.02 data Bex Cowen 18.01. the probabiity is assessed as lower as the regime around Data
instructions Privacy Impact Assessments is wel embedded.

= The sub risk remains stable with no major changes envisaged.

O




CR13 | We fail to comply with data protection obligations
Key Risk Indicators (KRIs)

Risk owner: Martin Chalmers

0o o

KR! explanation Toleranca'Threshold

Prenious. gir. status

Current gtr. stabus

Mate: These measures have been introduced from the start of Q3 and will be reported inthe next quarterty report, with targets informed by baselines. For G2, data is either not available or not confirmed.
Completon rate of FRafe of complelion of mandafory data protection and cyber securily traiming. reportad o [SBC: B0 SBC: B0% ﬁ
mandatory traming separataly for S8C and SCF : SCF: 95% - TBC] SCF. 8%
Mumber of data Reported instances of data protection incidenis, This information is available through the = ) _HR: .
profection incidents data breach log for both SBC & SCF. - 5BC & SCF =3 in totd -/
Mumoer of Information
Commissionar Offce Incidents that mest the threshaold for reporting to the ICO, or complants received by the 1 . $
(IS0 reportable ICCr in redation to failure to comgly with UK GOPR principles.
incidents { complaints
T
shligaticns am

{although can be exiendsd for 3 further iwo months! risks associated with breaches to

= - - ; Ay -  orop

Turnaround time for dutias. 48 Hours -
CFO (Data Protection
Oeficer) to review Thie turnaround time for the Data Protection Officer to review and provide confirmaton :
(Freadom of that the response to an FOI is permissible within GDPR regulations.
Information)
FOI responses




We fail to comply with data protection obligations Risk owner: Martin Chalmers

Controls - [dentify current operating controls that are managing the sub risks

Comnbrol Fleciiaerms Dosacigalion

b+ Cionbrols 8nd o managerrent Solhilkes progerty desigred and operaling s inlended
= Managernent i oorfident st the conlrols are efeclive and reliabie

= Conlras and of managerment aclivilies properly desigred and operaling with coporunilies fof imorovemenls idenified

= Conirals mne only parlally efiectiva, requine ongaing reorilonng and may reguire redesioning, iImgrowing or supgiemanting
= By controls amd on management activities in place, with signifcant ooporiunities or improvermen dentified

[+ Limited controés and orf management acthwtes in place

Comrols do not Mmes &n HcoRpLiDN SLONMEND, &8 MOy Wk a8 el NeMCienCies s
|- Contrals and of managesmant activitles afe norr-eisient oF have Mo saficientes and don'l operales as inbented

Sub risk - - o - - . -
= e Control Title Control Description Cantrol g Control Effectvensss Comments

Takeup of training in SBC is well below target (0%, atthough
takeup in SCF has been increased from a similar figure toin

. . excess of B0%
Mew staff are ubh.ge-d to complete elearning and an annual - GDPR frairing by 20%.
refresher course is also mandatory. Crp B
Training and . Martin Chal P b Tu;?“&:gumrmmh ti
1 5R13.01 oo scartions of data protection neibisties through in MEers ;;l;ngrrunm ns as as corporate induction
Emails and siaT newslettar = Engagement undersay with the Leaming & Development
team to further drive up compliance.
= Carterly GOPR newsletter in development. Due for release
1 258726,
Audit actions relating to this area have been ciosed
= nance. policy and An Information Gowernance Board s in place. Policy was = Al GDPR policies are updated annually and approved by
2 5R13.01 = agreed in 2023. Processes for breach reporting, DPlAs, etc Martin Chalmers 16,
PcSsS have been established = Subseguent actions will be monitored through the monthiy
&G meetings.

Raole is filed by an interem; permanent recruitment urgant given

budget limitations

= Currently filed by interim resource but will be replaced by
FTE.

Martin Chalmers = The Information Government Oficer role is currently out 1o

adwert, closing on 21 Feb.

= Shorllisting io commence WC 24" Feb 25.

= Intention to heawe permanent member of staff in place by 19
April 25,

An Information Gowermnance officer role in place kasbeen

3 5R13.01 Resourcing :




Risk owner: Martin Chalmers

- We fail to comply with data protection obliga

Treatment/mitigation plans (funded actions that will manage/reduce the nsk level)

Action title

Action details

Acton owrner

Status update

The first step will be o agres a plan for this with the Iarsh-20035 ZDPR training increased by 20%6.
SR13.01 & i - : Information Governance Group Octobar 2025 Awareness an GOPR sent in regular corporate
! 5R13.02 Ma training compliance This action is to improwve the current control about Alex (FTE in placa by 15t &prl communications as well as the corporate induction
training 25 programime
There is 8 need to tighten the govemance of A Project Initation Document is currently being
SR1301 & unstructured data, eg fies held on shared drives. It drafted and due for complation XXX, Scope to
2 |griape |Mohtengovemnance of unstuctureddata |t e e this be done as part of the planned Alex Coun Cisloner 2025 inclugks document retention poicies and
migration to SharePoint implemanting Micrasoft Purview
Opan tender underway for DRaa5Baal and in
final stages of supplier evaluaton.
) - . It will b= important to ensure that retention policies Febrdary oS Award of contract expected for end of February
3 |SRIA02 | Diastr Aovery and Backpaes | WECCISCRTE Bn ot Backup S SEE | g Copen | (Ot 2025,
- B £0 ensure thal is inappr ¥ end of Feb 2 Implementation expected o be completed by end
Servics (DRaaS/BaaS) project retained o & of Novermbar 2025,
A Project Manager has been appointed and due fo
start on dth Feb
Currently filked by interim resource but will be
e it € Officer role i
. on Gowemnment rroleis
4 SR13.01 |Resourcing Eﬁ":f" Sovemance offcer rois has baen Martn Chalmers ' Ap" EE: 'MEEEEE currenthy out to advert, closng on 21° Fab.
Shortlisting fo commence WC 24% Fab 25.
Intention to have permanant member of staff in
place by 1 April 25.
a polic ma
with CLT icy for the ing and
. . . ) handfng of OFFICLAL-SEMSITIVE data, including - -
5 5R13.01 | Clarify protective marking guidance bu nat lirmited 4o R and Martin Chalmers September 2025 Mew proposed acton
embed the policy.

Target Risk Score — 14 by end of October 2025
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